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1. Introduction
The trust relationship between the Comtarsia components (Logon Client,
Webgateway, Proxy, Agents and LDAP Directory Replicator) is done by using
certificates.
For every product, different trust options can be defined. A common option is to
compare the FQDN of the peer with the subject name in the certificate.
Additionally, the certificates can be checked for specific Comtarsia extended key
usage OIDs. The certificates and keys used are industry standard X509
certificates, which can be created with nearly every CA product available.
This document gives a guide on how to create the needed certificates using the
free OpenSSL tool as well as using the Microsoft Server 2016 Certificate
Authority. Furthermore, it also explains how to install and configure these
certificates in the Comtarsia products.

2. Object identifiers
Object identifier
1.3.6.1.4.1.13823.1.3.1
1.3.6.1.4.1.13823.1.3.2
1.3.6.1.4.1.13823.1.3.3

Product
SignOn Agent
SignOn Proxy
Logon Client

The usage of the above mentioned OIDs is optional and provides extended
security. Additionally, the following standard OIDs need to be set:
Object identifier
1.3.6.1.5.5.7.3.1 (id_kp_serverAuth)
1.3.6.1.5.5.7.3.2 (id_kp_clientAuth)

Product
SignOn Proxy and SignOn Agent
SignOn Proxy and Logon Client
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3. Create the certificates
3.1 Using OpenSSL
The following paragraphs show how to create a certificate authority certificate and
then certificates for the Comtarsia products using OpenSSL. OpenSSL is available
for Windows and Linux platforms. Further information about the OpenSSL
configuration options can be found in the OpenSSL manual at
https://www.openssl.org/docs/manmaster/man5/x509v3_config.html

3.1.1 Preparing a Certificate Authority
If you do not have a certificate authority certificate and key yet, follow these
steps to create one.
Create a text file named “ca.txt” with the following content:
[ req ]
default_md = sha256
prompt = no
distinguished_name = req_distinguished_name
x509_extensions = v3_ca
[ req_distinguished_name ]
commonName = ca.comtarsia.com
countryName = AT
stateOrProvinceName = Vienna
localityName = Vienna
[ v3_ca ]

basicConstraints = critical,CA:TRUE
keyUsage = critical,digitalSignature,keyCertSign,cRLSign
The values written in bold in the section “req_distinguished_name” must be
replaced with your own values.
Afterwards, execute the following commands:
openssl genrsa -out ca.key 2048
openssl req -key ca.key -new -x509 -days 3650 -sha256 -out ca.cer config ca.txt
The first command generates a key pair used for the certificate authority. Keep
the resulting “ca.key” file private. The second command creates the CA certificate
file, which is public and can be distributed to all computers running a Comtarsia
installation. The parameter “days” specifies the validity in days, in this example
10 years.
Under Windows, when opening the created “ca.cer” file a certificate info dialog
will open showing the attributes of the certificate:
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3.1.2 Certificate for the SignOn Proxy
Create a text file named „proxy.txt“ with the following content:
[ req ]
default_md = sha256
prompt = no
distinguished_name = req_distinguished_name
[ req_distinguished_name ]
commonName = proxy.comtarsia.com
countryName = AT
stateOrProvinceName = Vienna
localityName = Vienna
[ v3_ca ]
basicConstraints = critical,CA:FALSE
keyUsage = critical,digitalSignature,keyEncipherment
extendedKeyUsage =
critical,serverAuth,clientAuth,1.3.6.1.4.1.13823.1.3.2
The values written in bold in the section “req_distinguished_name” must be
replaced with your own values. commonName is the FQDN of the SignOn Proxy
server. It is important that the IP address used by the SignOn Proxy resolves
reverse to this hostname.
Afterward, execute the following commands:
openssl genrsa -out proxy.key 2048
openssl req -new -nodes -key proxy.key -config proxy.txt -out
proxy.csr
The first command generates a key pair used for the SignOn Proxy. This key is
private and should only reside on the SignOn Proxy machine. The second
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command creates a CSR (certificate sign request) that needs to be signed with
the CA key created in step 3.1.1.
The so created certificate sign request (CSR) can now be signed using the CA key.
Every signed certificate contains a serial number. OpenSSL takes care of this
serial number by using a special file, called “ca.srl”. If you sign a certificate the
first time, use the following command:
openssl x509 -req -days 365 -in proxy.csr -CA ca.cer -CAkey ca.key CAcreateserial -out proxy.cer -sha256 -extensions v3_ca -extfile
proxy.txt
If you already signed at least one certificate, use this command:
openssl x509 -req -days 365 -in proxy.csr -CA ca.cer -CAkey ca.key CAserial ca.srl -out proxy.cer -sha256 -extensions v3_ca -extfile
proxy.txt
This command performed the actual sign process, the parameter “days” specifies
the validity of the resulting certificate in days, in this example 1 year.
Side note: Normally, with certificate authorities, the key usage and extended key
usage is already specified for the certificate sign request. But because OpenSSL
does not transfer extensions from the CSR to the certificate, they must be
specified when signing. For details, see the OpenSSL manual:
https://www.openssl.org/docs/man1.1.0/apps/x509.html#BUGS

3.1.3 Certificate for the SignOn Agents
This process is valid for all of the Comtarsia SignOn Agents.
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Create a text file named „agent.txt“ with the following content:
[ req ]
default_md = sha256
prompt = no
distinguished_name = req_distinguished_name
[ req_distinguished_name ]
commonName = agent.comtarsia.com
countryName = AT
stateOrProvinceName = Vienna
localityName = Vienna
[ v3_ca ]
basicConstraints = critical,CA:FALSE
keyUsage = critical,digitalSignature,keyEncipherment
extendedKeyUsage = critical,serverAuth,1.3.6.1.4.1.13823.1.3.1
The values written in bold in the section “req_distinguished_name” must be
replaced with your own values. commonName is the FQDN of the SignOn Agent
server. It is important that the IP address used by the SignOn Agent resolves
reverse to this hostname.
Afterwards, execute the following commands:
openssl genrsa -out agent.key 2048
openssl req -new -nodes -key agent.key -config agent.txt -out
agent.csr
The first command generates a key pair used for the SignOn Agent. This key is
private and should only reside on the SignOn Agent machine. The second
command creates a CSR (certificate sign request) that needs to be signed with
the CA key created in step 3.1.1.
The so created certificate sign request (CSR) can now be signed using the CA key.
Every signed certificate contains a serial number. OpenSSL takes care of this
serial number by using a special file, called “ca.srl”. If you sign a certificate the
first time, use the following command:
openssl x509 -req -days 365 -in agent.csr -CA ca.cer -CAkey ca.key CAcreateserial -out agent.cer -sha256 -extensions v3_ca -extfile
agent.txt
If you already signed at least one certificate, use this command:
openssl x509 -req -days 365 -in agent.csr -CA ca.cer -CAkey ca.key CAserial ca.srl -out agent.cer -sha256 -extensions v3_ca -extfile
agent.txt
This command performed the actual sign process, the parameter “days” specifies
the validity of the resulting certificate in days, in this example 1 year.
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3.1.4 Certificate for the Logon Client
Create a text file named „client.txt“ with the following content:
[ req ]
default_md = sha256
prompt = no
distinguished_name = req_distinguished_name
[ req_distinguished_name ]
commonName = client.comtarsia.com
countryName = AT
stateOrProvinceName = Vienna
localityName = Vienna
[ v3_ca ]
basicConstraints = critical,CA:FALSE
keyUsage = critical,digitalSignature,keyEncipherment
extendedKeyUsage =
critical,serverAuth,clientAuth,1.3.6.1.4.1.13823.1.3.3
The values written in bold in the section “req_distinguished_name” must be
replaced with your own values. commonName is the FQDN of the Logon Client. If
FQDN checks are used it is important that the IP address used by the Logon
Client resolves reverse to this hostname.
Afterwards, execute the following commands:
openssl genrsa -out client.key 2048
openssl req -new -nodes -key client.key -config client.txt -out
client.csr
The first command generates a key pair used for the Logon Client. This key is
private and should only reside on the SignOn Proxy machine. The second
command creates a CSR (certificate sign request) that needs to be signed with
the CA key created in step 3.1.1.
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The so created certificate sign request (CSR) can now be signed using the CA key.
Every signed certificate contains a serial number. OpenSSL takes care of this
serial number by using a special file, called “ca.srl”. If you sign a certificate the
first time, use the following command:
openssl x509 -req -days 365 -in client.csr -CA ca.cer -CAkey ca.key
-CAcreateserial -out client.cer -sha256 -extensions v3_ca -extfile
client.txt
If you already signed at least one certificate, use this command:
openssl x509 -req -days 365 -in client.csr -CA ca.cer -CAkey ca.key
-CAserial ca.srl -out client.cer -sha256 -extensions v3_ca -extfile
client.txt
This command performed the actual sign process, the parameter “days” specifies
the validity of the resulting certificate in days, in this example 1 year.

3.1.5 Certificate for the Comtarsia Web Gateway
The Comtarsia Web Gateway acts as a client in the SignOn Gate family and
therefore a certificate like for the Logon Client can be used.

3.1.6 Certificate for the Comtarsia LDAP Directory Replicator
The Comtarsia LDAP Directory Replicator acts as a client in the SignOn Gate
family and therefore a certificate like for the Logon Client can be used.
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3.2 Using Microsoft Certificate Authority
3.2.1 Creating a certificate request
Throughout the following chapter, a Microsoft Server 2016 Standalone Certificate
Authority together with the Certificate Authority Web Enrolment is used. Older
Microsoft Server Certificate Authorities can be used as well. The HTTPS protocol
must be enabled on the IIS that serves the CA web enrolment pages. A good
documentation on how to create a CSR for the IIS and then afterward install the
issued certificate, see this document: https://www.digicert.com/csr-creation-sslinstallation-iis-10.htm
Open Internet Explorer and navigate to the following page: https://<CAServer>/certsrv/
This page can be used to request and collect certificates.
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3.2.2 Certificate for the SignOn Proxy
The SignOn Proxy needs a certificate for client authentication and server
authentication, as connections from clients are accepted as well as connections to
agents are made.
Additionally, the Comtarsia object identifier for the SignOn Proxy
(1.3.6.1.4.1.13823.1.3.2) can be added to the certificate for enhanced security.
If the hostname check will be enabled in the trust options it is important that the
common name in the certificate subject matches the FQDN of the SignOn Proxy
server. This check is done using DNS reverse lookup on the IP address of the
SignOn Proxy.
For „Type of Certificate“ choose „other“ which allows specifying the required
OIDs.
The OIDs are seperated with a comma:
1.3.6.1.5.5.7.3.1
server authentication (id_kp_serverAuth)
1.3.6.1.5.5.7.3.2
client authentication (id_kp_clientAuth)
1.3.6.1.4.1.13823.1.3.2
Comtarsia SignOn Proxy OID
OID: 1.3.6.1.5.5.7.3.1,1.3.6.1.5.5.7.3.2,1.3.6.1.4.1.13823.1.3.2
Fields like „Company“, „Department“, City, State, Country/Region are optional
and are not checked.
Important: To be able to export the private key later, the checkbox “Mark
key as exportable” must be checked.
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3.2.3 Certificate for the Comtarsia SignOn Agent
The SignOn Agent needs a certificate for server authentication, as connections
from SignOn Proxies are accepted.
Additionally, the Comtarsia object identifier for the SignOn Agent
(1.3.6.1.4.1.13823.1.3.1) can be added to the certificate for enhanced security.
If the hostname check will be enabled in the trust options it is important that the
common name in the certificate subject matches the FQDN of the SignOn Agent
server. This check is done using DNS reverse lookup on the IP address of the
SignOn Agent.
For „Type of Certificate“ choose „other“ which allows specifying the required
OIDs.
The OIDs are seperated with a comma:
1.3.6.1.5.5.7.3.1
server authentication (id_kp_serverAuth)
1.3.6.1.4.1.13823.1.3.1
Comtarsia SignOn Agent OID
OID: 1.3.6.1.5.5.7.3.1,1.3.6.1.4.1.13823.1.3.1
Fields like „Company“, „Department“, City, State, Country/Region are optional
and are not checked.
Important: To be able to export the private key later, the checkbox “Mark
key as exportable” must be checked.
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3.2.4 Certificate for the Comtarsia Logon Client
The Logon Client needs a certificate for client authentication, as it connects to the
SignOn Proxy.
Additionally, the Comtarsia object identifier for the Logon Client
(1.3.6.1.4.1.13823.1.3.3) can be added to the certificate for enhanced security.
If the hostname check will be enabled in the trust options it is important that the
common name in the certificate subject matches the FQDN of the Logon Client
server. This check is done using DNS reverse lookup on the IP address of the
Logon Client.
For „Type of Certificate“ choose „other“ which allows specifying the required
OIDs.
The OIDs are seperated with a comma:
1.3.6.1.5.5.7.3.2
client authentication (id_kp_serverAuth)
1.3.6.1.4.1.13823.1.3.3
Comtarsia Logon Client OID
OID: 1.3.6.1.5.5.7.3.2,1.3.6.1.4.1.13823.1.3.3
Fields like „Company“, „Department“, City, State, Country/Region are optional
and are not checked.
Important: To be able to export the private key later, the checkbox “Mark
key as exportable” must be checked.
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3.2.5 Certificate for the Comtarsia Web Gateway
The Comtarsia Web Gateway acts as a client in the SignOn Gate family and
therefore a certificate like for the Logon Client can be used.

3.2.6 Certificate for the Comtarsia LDAP Directory Replicator
The Comtarsia LDAP Directory Replicator acts as a client in the SignOn Gate
family and therefore a certificate like for the Logon Client can be used.

3.2.7 Issue the certificates
Depending on the CA configuration the requested certificates are either issues
automatically and immediately available for download, or the need to be manually
issued, which is shown in the following paragraph.
To manually issue a certificate, open up the „Certificate Authority” MMC snap-in.
Under „Pending Requests“ the previous requested certificates can be seen. Click
with the right mouse button on an entry opens up a menu which allows approving
or denying the request.

3.2.8 Retrieve and convert the certificates
After the CA has issued the certificate, the web interface can be used again to
pick up the certificate.
Important: The certificate download over the web interface is only
possible once.
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The „Installation“-process transfers the certificate and private key to the local
certificate store of the current user.
Using the “Certificates” MMC snap-in the certificate and private key can be
exported into a file.
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The certificate can be exported with a right-click and then select „All Tasks“ ->
„Export“.

It is important to also export the private key!
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Afterward, the certificates must be converted to a different file format using
OpenSSL.
openssl pkcs12 -in c:\certs\<yourcert>.pfx -nodes -out
c:\certs\<yourcert>.pem
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The so created „pem“-files contain the certificate as well as the private key and
can be directly specified as key/certificate for Comtarsia products.

3.2.9 CA certificate
To enable each product to verify the validity of the peer certificates, each product
also needs the CA certificate. This CA certificate can also be downloaded from the
CA web interface.
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Das CA Zertifikat muss im Base 64 encoded Format abgespeichert werden.
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4. Configuration of the Comtarsia products
By default, every product checks that the certificate used by the peer is valid,
which simplified means that it was issued by a trusted certificate authority and it
is inside its validity period.
Additionally, all products offer further certificate checks, that can be enabled
using the Comtarsia Management Console or the supplied configuration tool.
No Check / Simple Mode
Only the above-mentioned checks are performed.
OID’s
Additionally, the existence of the correct object
identifier is checked.
FQDN
Additionally, a reverse lookup on the peer’s IP
address is performed. The resulting name must
match the „CN“ part of the certificate subject.
In addition to the security measures mentioned above, the SignOn Agent offers
the possibility to limit the allowed peers to specific IP addresses, which can the
configured in the Management Console.

4.1 Comtarsia SignOn Proxy
All certificate trust options can be defined using the Management Console.

The most basic options that need to be set are the „CA File“, which points to the
certificate of the CA. Also the “Cert File” and the “Key File” must point to a
certificate respective private key to use by the SignOn Proxy. It is possible to let
“Cert File” and “Key File” point to the same file if this file contains the certificate
and the key. If more than one CA certificate needs to be used, all certificates can
be copied together in one file. The format for all files must be PEM encoded.
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In the trust options section below the additional security option as described in 4
can be enabled. “Trust Options Client” are the options that are used to validate
connections to clients (Logon Client, Web Gateway, LDAP Directory Replicator).
“Trust Options Server” are the options that are used to validate connections to
SignOn Agents.
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4.2 Comtarsia SignOn Agent
All certificate trust options can be defined using the Management Console.

The most basic options that need to be set are the „CA File“, which points to the
certificate of the CA. Also the “Cert File” and the “Key File” must point to a
certificate respective private key to use by the SignOn Agent. It is possible to let
“Cert File” and “Key File” point to the same file if this file contains the certificate
and the key. If more than one CA certificate needs to be used, all certificates can
be copied together in one file. The format for all files must be PEM encoded.
In the trust options section below the additional security option as described in 4
can be enabled. “Trust Options” are the options that are used to validate
connections to the SignOn Proxy.
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4.3 Comtarsia Logon Client
All certificate trust options can be defined using the Management Console.

The most basic options that need to be set are the „CA File“, which points to the
certificate of the CA. Also the “Cert File” and the “Key File” must point to a
certificate respective private key to use by the Logon Client. It is possible to let
“Cert File” and “Key File” point to the same file if this file contains the certificate
and the key. If more than one CA certificate needs to be used, all certificates can
be copied together in one file. The format for all files must be PEM encoded.
In the trust options section below the additional security option as described in 4
can be enabled. “Trust Options” are the options that are used to validate
connections to the SignOn Proxy.
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4.4 Comtarsia LDAP Directory Replicator
All parameters can be easily configured using the supplied configuration tool.

SSL Certificates SignOn Solutions 2016

Page 31 / 32

4.5 Comtarsia Web Gatewateway
All parameters can be easily configured using the supplied configuration tool.
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