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1. Introduction

Comtarsia Logon Client 2008 for Windows Vista, Windows 7 and Server 2008.

75 | roar
e
L 1850

_ 2008
)~ LoGon

CLIENT

» COMTARSIA

LDAP Logon
[erome
Bl Change Password | "

LDAP LOGON v|

Enable Microsoft Logon

The Comtarsia Logon Client 2008 allows enhances Windows Vista, Server 2008
and Windows 7 with the option of a primary authentication against LDAP -

directories.

The Credential Provider interface introduces with Windows Vista and Server 2008

is used by the Comtarsia Logon Client 2008 which replaces the Microsoft Logon

tile by a Comtarsia Logon tile which enables the LDAP logon. Itdéds possible to

configure the Comtarsia Logon Client 2008 so that users can switch back to the
Microsoft Logon tile, or to forbid any other authentication method beside LDAP.
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User Account Control

@ Windows needs your permission to continue

If you started this action, continue.

F, Windows Update
- Microsoft Windows

To continug, type an administrator password, and then click OK.

\ ‘ Use another account

] Benutzername |
I Passwort |
[LDAP LOGON -
" Details [ 0K ] [ Cancel

User Account Control helps stop unauthorized changes to your computer.

The Windows Vista (and Windows 7)  User Account Control (UAC)  allows a specific
authorisation for the execution of applications which need local Administrator

rights . The Comtarsia Logon CI ient 2008 enables the possibility to use LDAP

groups to control these temporary administrator privileges.

For more informations about the Comtarsia SignOn Solutions, please visit our

webpage:
http: //signon.comtarsia.com/index_en.html
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2. Installation

2.1 Automatic Installation

An installation or an update is done using the installation program fiSOS2008 -
5.0.X.4.exe 0. When updating, the configuration is preserved and the license key

will only be replace d if the validity of the installed key is shorter than the validity

of the key shipped with the installation program. (Bought license keys usually

wonoét be replaced.)

The installation program copies the necessary files and applies necessary registry
chang es to enable the Comtarsia Logon Client Credential Provider tile. It also
writes a default configuration into the registry (except for those values which

have already been set T no existing config will be replaced).

After the installation, the configurati on utility AComtarsia Management
started. See : Comtarsia Management Console (ComtMC)
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3. Comtarsia Management Console (ComtMC)

The Comtarsia Management Console (ComtMC) can be accessed trough the Start

menu.

On the first start of the ComtMC one will be asked w hether fautomatic update

checking 0 should be enabled or disabled. I f therebfs no direct internet
(internet accessible without proxy server), itbés ad
update checking for now . This setting can be adjusted at a later time . See:

Update Notification

3.1 Update Notification

The version checking and notification is performed each time the ComtMC is

started.

Ifther eds no direct internet connection (internet acc

itds advisable to disable automatic update checking
carried out exclusively over http://update.comtarsia.com

A manual check can be triggered via th e fiUpdate 0 tab of the ComtMC.

/' Comtarsia Management Console EI = @

|Global I LDAP IS)'ncC]ierd | Logon | Groups | Logging I Licensing | Update |ﬁb0|.rt |

[ Check for update on ComtMC startup Installed version: 5.0.12.4 Available version: 5.0.12.4 Install

Check for update now view Message hittp://update comtarsia.com /update/S0OS2008-5.0.12 4 exe

Build History SignOn Solutions 2008

m »

Comtarsia SignOn Solutions 2008
(7. Janner 2010}

Build 5.0.11.%
Neue Funktionen bzw. Funktionsanderungen:

» Meue Funktion HWADMIN®

4 il 2

Help
Global Settings.

The installed version is up to date. OK ] [ Cancel
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4. Basic Configu raion

The confi guration of the LDAP settings builds the fundament on which all
configuration scenarios build upon.

The following information is needed
- LDAP-Server Adress/Port  Non-SSL or SSL
- LDAP servert ype (eg: OpenLDAP, IBM Directory Server 6, etc)
- LDAP directory structure
- 1 LDAP user with password  (for testing )

LDAP directores usually don @ndart esuallydailored to y
fit company scenarios and applications. Therefore, the LDAP configuration of the
Comtarsia Logon Client often just can not be done by following a simple recipe.

This section shows how to obtain a basis configuration which allows an LDAP

logon, by following a few simple steps. Additional scenarios which can be used to

refine that fisimple configuration 0 follow later together with the required
configuration steps. See: Usage Scenarios

To keep the fundamental configuration simple, it is assumed that all LDAP users
are in the same  container.

In the hirarchy of the example -LDAP server Al dap.comtarsi a.

rigid

fimamulod is in the container fiou=zuserso which i
fflo=comtarsiaodo is al so t h-attriluse sf¢hD ékampl€ bsersim a mi n g

Afui do. (ubsdalby fAcno)
The full DN (Distinquished Name) of the user is therefore:

fifiui d=mamul, ou=users,o=comtarsiao.

4 |I|:Iap.|:nmtar5ia.cnn'||

4 o=comtarsia

4 ou=groups

cn=groupl
4 CLU=USErs
uid zjmamul

The syntax of full DNs is always from the lower level (leaf) to the base object
(r oo tbasebN of) .

LDAP servers can usually accessed unencrypt ed over the port 389, as well as
SSL-encrypted over the port 636. For the first tests, with the test users, an

unencrypted ( clear text ) communication is sufficient. In production environment,
however, an encrypted communication is for security reasons stron gly
recommended; because otherwise, any communication between the client and

the LDAP server (including login information) is held in clear text .

The first configuration to be made is in the Comtarsia Management Console
(Comt MC) in the taDefiyelLD&AP The LDAP host
address), the LDAP port and the corresponding SSL mode.

name

I f the LDAP communication should be encrypted
fi

AiSSL without trusted server certi.i cateo
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of s implicity. For more information concerning the SSL modes, see . LDAP over
SSL

Al so i mportant is the fiBaseDNO whdeardh. i s t he
/' Comtarsia Management Console EI =] @
|Global| LDAF |SyncClierrt | Logon | Groups | Logging I Licensing | Update I About |

LDAP Server Entries Server | e I User Object I Groups|
Add new Delete
LDAP Haost: |dap .comtarsia com

LDAP Paort: 636

Timeout: 10
Server Type: OpenLDAP -

S5L Mode: SSL without trusted server certficate =

BaseDN: o=Comtarsia

Help
LDAP specific configuration. -

0K 0K || camcel |[ Appy

The t[dDAPH ->[Users] 06 contains t he ctloempdsitiopaf LRAPI 0 n
e LDAP directory, or fihow the

users within th
performed.

The simplest AUser DN Modeo is fiStatic DNO.
Client uses logon name entered by the user (at the logon tile) and uses it to

construct an LDAP DN with that name and the

Suffix, and User DN Pr etfieiCamtarsia Sagdn €leet usesrthatl vy ,
constructed LDAP DN and the password for an LDAP -bind to the configured LDAP
server. If the LDAP server accepts that LDAP -bind with the constructed LDAP DN
and password, the provided username is considered valid and the logon process
continues .

The UserDN is constructed in the following way:
UserDN Prefix + <Logon -Name> + UserDN Suffix + Base DN
The assemb ly of those parts must result in a valid LDAP DN.

In the example, this results in:

User DN Pridfi x = A

Us er DN S udufUsexs=fAin€lusive the comma )
B as e DN=CAmtarsia i

The Comtarsia Management Console shows a preview of the resulting UserDN, SO

that one can see at a glance whether the chosen values are entered correctly and
meet the existing LDAP structure. (marked red in the picture below)
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Comtarsia Logon Client 2008

| Gibal | LDAP | SymeCient | Logon | Groups | Logging | Licensing | Update | Abaut |

LDAP Server Entriss |SB\R:|U5&|'5 |L.lsu(l;ﬂd|&mm|

Add new Delete User

Append BaseDN
UserDN Prefoe:  uid=

UserDN Suffe:  .ou=Users

UserDM Mode:  Static DN

[DN: uid=<USERNAME: ou=lJsers o=Comtarsia|

Help

User DN specific configuration for this LDAP server.

| [ Cancel ||

Apply ]




5. Usage Sc enarios

5.1 LDAP over SSL

There are different modes of communication between the Comtarsia Logon C lient
2008 and the LDAP server.
The basic idea of the SSL communication is the encryption of the plaintext data

which is sent over the wire. (1% mode).
The 1 %' mode is the easiest to configure.

The settings are made in the ComtMC in [ LDAP -> Server -> SSL mode ].

/" Comtarsia Management Console IE' = @

|Global| LDAP |Sync[]ierd | Logon | Groups | Logging | Licensing | Update Iﬂbout |
LDAP Server Entries
Add new Delete

Server | Users I User Object I Groups|

LDAP host: |dap comtarsia.com

Failower LDAP host:  |dap comtarsia.com

LDAP port: 636
LDAP timeout: 10
Server type: CpenLDAP -
S5L mode: SL without trusted server cedificate
No SSL
. 551 without trusted server cerificate
Base DN:

S5L with trusted server cedfficate
550 with trusted system certificate

Help
Whether to use SSL or not for the LDAP communication. -

0K OK | [ Cancel |[ ooy |

Description of the modes:

Mod e 1: SSL without "trusted server certificate”

Requirements
Client: none
LDAP Server:  SSL communication (Idaps) has to be enabled. The
certificate doesnét have to be issuédd by
may as well be a self -signed certificate.
Advantages : The communication between the Comtarsia Logon Client
2008 and the LDAP server, (which will otherwise be in clear text ) will be
encrypted.

Mod e 2: SSL with "trusted server certificate"
Requirements
Client: The client has to trust the CA (Certificate Authority) which issued
the LDAP server certificate. Therefore, all CA -certificates in the chain have
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to be add
certificates -store.
LDAP Server:
Advantages

mi d d{attacks )

ed to the
(see figure bel ow)

Mod e 3: SSL with "trusted client certificate"

Requirements
Client:
(inclusive key) i
certificate of each

of the certificate CN (common name).

LDAP Server:

n

The certificate of the LDAP server has to be issued by a
certificate authority which is trusted by the client.

. Encryption . The Comtarsia Logon Client ensures that the
LDAP server is trusted by checking its certificate.

(prevent s

As mode 2. In addition, the client needs a client certificate
t h e-brankhyobthe computer certificates store. The

client has to have the computer name its client as part

(see figure below )

As mode 2 . In addition, the LDAP server has to trust the

certificate authority which issued the client certificate.

Advantages

accept connections from trusted clients.

: Like mode 2 . The LDAP server can be configured to only

fiman i n

Aktion  Ansicht  Favoriten

E Datei

Konsolel - [Konsolenstamm\Zertifikate (Lokaler Computer)\Vertrauenswiirdige Stammzertifizierungsstellen'\Zertifikate]

Fenster 7

es | 2E F2 | XE =2 HE

=)o s

- | 5| %

~| Kensolenstamm Ausgestellt fir Ausgestellt von Ablaufdatum
4 5 Zertifikate (Lokaler Computer) || (= (1. 3 puplic Primary Certification Aut... Class 3 Public Primary Certification Aut... 02082028
e s'gs”ezen'ff_k?_e o | Gl Class 3 Public Primary Certification Aut..._Class 3 Public Primry Certfication Aut... 08.01.2004
4 e Z”:'::;"‘;”’ R =S COMTARSIA ROOT CA 10 COMTARSIA ROOT CA 10 20112018
~| Zertifikate . - . .
. [7] Organisationsvertrauen =&l Copyright (c) 1997 Microsoft Corp. Copyright (c) 1997 Microsoft Corp. 31121999
. (7 Zwischenzertifizierungsstellen 2l GTE CyberTrust Global Root GTE CyberTrust Global Root 14,08.2018
. - Vertrauenswiirdige Herausgeb EalMicrosoft Authenticode(trn) Root Auth...  Microsoft Authenticode(tm) Root Auth...  01,01.2000
" = Micht vertrauenswiirdige Zertil EalMicrosoft Root Authority Microsoft Root Autherity 31122020
. [ Drittanbieter-Stammzertifizier, EalMicrosoft Root Certificate Authority Microsoft Root Certificate Authority 10.05.2021
» [] Vertrauenswiirdige Personen (I MNO LIABILITY ACCEPTED, (c)97 VeriSign... MNQ LIABILITY ACCEPTED, ()97 VeriSig...  08.01.2004
- [ | Zertifikatregistrierungsanforde _aJThawte Timestamping CA Thawte Timestamping CA 01.01.2021
= [ Smartcard vertrauenswirdige
s [ Vertrauenswirdige Gerite
4 1 | b4 ([[] 2
Der Speicher enthilt "Vertrauenswirdige Stammzertifizierungsstellen” 10 Zertifikate.
[ Figure : MMC: Trusted Root Certificates of the computer ]
E Kensolel - [Kensolenstamm'\Zertifikate (Lokaler Computer)iEigene Zertifikate\Zertifikate] EI@
Datei  Aktion Ansicht Favoriten  Fenster 7 =[5 =
e 20 4 XE =
“| Konsolenstamm Ausgestellt fir Ausgestellt von Ablaufdatum
4 Gl Zertifikate (Lokaler Computer) || g fmpyrmpmreesymes COMTARSIA ROOT CA10 2011.2018
a || Eigene Zertifikate
| Zertifikate
[ Vertrauenswirdige Stammzert
» [ Organisationsvertrauen
» [ Zwischenzertifizierungsstellen
s [ Vertrauenswirdige Herausgeb
» ] Micht vertrauenswiirdige Zertil
- [ Drittanbieter-Stammzertifizien|
» [ Vertrauenswiirdige Personen
» [ Zertifikatregistrierungsanforde
» [ Smartcard vertrauenswirdige
> [ Vertrauenswiirdige Gerdte
4 [T | SN 1l 2

Der Speicher "Eigene Zertifikate” enthalt 1 Zertifikat.
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[Figure : MMC: My-store of the computer ]

5.2 LDAP UsersfromM ultiple OUs

Often, the LDAP hierarchy isn 6t fl at and the users are |l ocated ir
organizationa | units (OU).

In the bases (example) configuration, al/l users are
in turn is within the organisation Ao=Comtarsiao. H
have an additional  hierarchical level to show the configuration steps required to

handl e that @A mscénariopl e Ouso

uid=<Username>,ou=< Variable OU >, ou=Users,o=Comtarsia

eg:
uid:<Username>, ou=Human Resources ,ou=Users,o=Comtarsia _
uid=<Username>, ou=Public Relations ,ou=Users, o=Comtarsia

4 Idap.comtarsia.com
4 o=Comtarsia
ou=Groups
4 ou=Users
y
uid=josc

cu=Finance

4 |n:|u:Human Resnurce5|

uid=mamu

uid=olmi

|n:|u:Infn:|rr'natin:-r1 Technn:nl-:ng:,.r|

ou=Payroll OVariable OUs
[ou=Public Relations]| — User Objects

[ Figure :LDAP example : rmultiple OUs]

There are different ways to configure this (and similar) scenarios for the

Comtarsia Logon Client 2008. The first option (Search for User ), simply searches
for the L DAP us er within the configured RootDN (on a sub -tree level). The second
option (OU Searchlist ) uses a list of allowed OUs, and the Comtarsia Logon Client
2008 searches in each of those OUs for the provided LDAP -user.

In both cases,the LDAP -search either has to be all owed for da
ALDAP system userodo has to be used who has the right
desired parts of the LDAP directory. This system user can be set in the ComtMC
and will be used by the Com  tarsia Logon Client for those search operations.

5.2.1 Search for User

The Comtarsia Logon Client authenticates itself against the LDAP server, using
the configured ASystem Usero.
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/' Comtarsia Management Console E' = '@

|Global| LDAP |Sync[]ierrt | Logon | Groups | Logging | Licensing | Update I:‘\bout |

LDAP Server Ertries | Senrer| Users | User Object I Groups|
Add new Delete

User System User
Append BaseDN yet
UserDN Prefoe:  uid= DN: <ANONYMOUS>
UserDN Suffoc: Password:
UserDN Mode:  Search for User -

Search: (&uid=<USERNAME:}objectclass=Person)) Base: o=Comtarsia

Help
User DN specific configuration for this LDAP server. -

0K [ ok [ cemcel || fpply |

[Figure : ComtMC: LDAP > Users: UserDN Mode = Search for User]

Then, the Log on Client issues an LDAP search, which is composed as follows.:

(&(uid=<USERNAME>)(objectclass=person)) baseDN: o=Comtarsia
e "<USERNAME>": The username entered by the user.

e "uid=": the configured "UserDN Prefix"
e ‘'"person": the configured "User Object > Obje ctClass" ( see figure )
e "o=Comtarsia" the configured "baseDN"
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/" Comtarsia Management Console =] @ |[==]

|Global| LDAP |Sync[]ierd | Logon | Groups | Logging I Licensing | Update I About |

LDAP Server Entries User Object | Groups

Add new Delete User Ohiject
| Object Class: accournt |

7] UserObject Requirsd

Password Atribute:  userPassword
] UTF8 password
] Dent send old password on change

Set Samba Password
sambalMPassword

sambaMTPassword
sambaPwdLast Set

Help
Defines the ObjectClass used for the LDAP search guery. a

[0k [ Cancel |[ appy |

[ Figure : ComtMC: LDAP > User Object > Object Class]

If an unique LDAP userobiject is found, the full DN of this object is used for the

LDAP bind request, together with the password provided b y the user. In all

further steps (eg: group search), this determined LDAP -user DN is used.

If the user is not unique (more than one LDAP objects got returned by that LDAP -
search), the logon process will be terminated with an error message.

5.2.2 OU Searchlist

The Comtarsia Logon Client authenticates itself against the LDAP server, using
the configured ASystem Usero.

After that, the Comtarsia Logon Client requests t he
Obj ect DNO and its AOU Searchl i st imsalstofivalid but ed. Thi s
i<OU>wal ues in the configured AOU Searchlist > Attr
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|Global| LDAP |S)'ncC]ierd | Logon | Groups | Logging | Licensing | Update Iﬂbout |

/' Comtarsia Management Console E = @

LDAP Server Entries | Server |{ Users | User Object | Groups |
Add new Delete
User System User
Append BaseDN yet
UserDN Prefoe:  uid= DN: <ANONYMOUS>
UserDN Suffoc: Password:
UserDN Mode: QL Searchlist -
OW Searchlist
ObjectDIN: cn=ousearchlist ou=Groups,0=Con  Attrbute: member
Error Code: The User doesnt exist (6 »  UserDl Prefoc
UserDL Suffoc
DN: uid=<USERNAME:,<QOU:>,0=Comtarsia

Help
User DN specific configuration for this LDAP server.

[0k [ cancel ][ apply

[Figure : ComtMC: LDAP > Users > UserDN Mode = OU Searchlist mode]

The configured OU Searchlist Object could be an LDAP group (default
configuration); but it can as well b e any other LDAP object. By default the
i Membeartdt ri bute of a specific LDAP group

Example LDIF of the OU Searchlist object:
dn: cn=ousearchlist, ou=Groups, o=Comtarsia
objectClass: top

objectClass: groupOfNames

membe: ou=Accounting

member: ou=Finance

member: ou=Human Resources

member: ou=Information Technology
member: ou=Payroll

member: ou=Public Relations
cn=ousearchlist

The Comtarsia Logon Client uses the following values to generate possible valid
User-DNs:

<User DN Prefix><USERNAME><UserDN Suffix><UserOU Prefix><OU><UserOU
Suffix>,<baseDN>

In the example configuration, this results in :

uid=<USERNAME> <jeweilige OU>,o=Comtarsia

e "<UserDN Prefix>": configured in "LDAP > Users > User > UserDN Prefix"

e "<USERNAME>": entered by the user at the login screen

e '"<UserDN Suffix>"; configured in "LDAP > Users > User > UserDN Suffix"

e "<UserOU Prefix>": configured in "LDAP > Users > OU Seachlist > UserOU
Prefix"

e "<OU>": replaced by the respective OUs

e "<UserOU Suffix>": configured in "LDAP > Users > OU Seachlist > UserOU
Suffix"

e '"<haseDN>": configured in"LDAP > Server > baseDN"

Comtarsia Logon Client 2008 Page 15/52
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The Comtarsia Logon Client checks each of the resulting DN to see if any of them

is a valid LDAP user.

Once a user has been found, the full DN of that use r is used, together with the

password provided by the user, to issue an LDAP bind. If the LDAP bind succeeds,

the logon process continues and the full DN of this user is used for all further

steps (eg: group search).

If none of the resulting user -DNsis a valid user, the logon process will be

cancelled and the user receives the configured derr
Searchlist > Error Code).
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6. Configuration Parameters

6.1 Global

¢ Comtarsia Management Console E' [=] @

{iGlobal’}| LDAP | SyncClient | Logon | Groups | Logging | Licensing | Update | About |

Logon Panel Bitmap

Language: Auto - ¢ |. | Loas

_ 2008

Logon session ’ LoGon
[] Enable domain logon CLIENT

Domain:

} COMTARSIA

Enable WTS mode

Microsoft Credential Provider
Display progress info bar [ Unregister on Startup
[ Disaliow temporary activation/deactivation
Help
Comtarsia SignOn Solutions User Interface Language. -
OK | [ camcel |[ ooy
Lan quage

Defines the user interface |  anguage. Currently the following languages are
available: German, English, and French.

Enable Domain Logon
I f this parameter is enabled, the Comtarsia Logon C

User Modeo ito B®HemaModeo.

Local User Mode:

After a successful LDAP logon a local user account is used for the workstation
logon. The user account management (create, activation, password
synchronization , etc..) is performed by the Comtarsia Logon Client

Domain Us er Mode:
After a successful LDAP locon a domain user account is used for the workstation

logon. The name of the domain has to be set in the Domain _field . The Domain
field must contain the domain name alone T not the full active directory name.
For example: If the AD  -Domain name (FQDN Full Qualified Domain Name) is
AADSDOMOO1.comtarsia.com 0, t he ADSDEMOGLO has t o merdensed.
for the automatic domain logon to wor k, two conditions have to be met
- The workstation has to be a member of the domain
- Since the Comtarsia Logon Client doesnd6t have the necessary pri

manage AD -users, the Comtarsia SignOn Gate has to be used on one of
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the AD servers, and the Comtars ia Logon Client has to be configured to
use it. See: SyncClient Configuration

Display progress info bar
If this parameter is activated, a progressbar is displayed on t op of the screen
during the logon.

LDAP Logon is in progress...

Logon Panel Bitmap

With this parameter, an alternate bitmap (for example a company logo) can be
chosen which replaces the Comtarsia logo in the Logon tile.

The bitmap has to have a resolution of 128x128 pixel and has to be locally

available to the system during the logon.

Microsoft Credential Provider T Filter :

The Comtarsia Logon Client allows you to filter out the standard Microsoft

Credential Provider. | . e. U s e swdtch ¢todhe Klitrosoft Credential Provider at

the the logon - orunlock -screen. The Button ot her wusero i s no |l onger av.

Unreqister on Startup

If this parameter is enabled, the Microsoft Credenti al Provider wono6t be
during the system start. (Comtarsia Credential Provider will be shown as default,
but un Disallow tetfiprary activation/deactivation 0 is also emseahl|l ed, wuser

still switch to the Microsoft Credential Provider)

Disallow temprary activation/deactivation
Ifthis option is active, the |Iink AEnabl e/ Di sabl e Mi
screen) is n o longer available.
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6.2 LDAP

6.2.1 Server

LDAP server specific configuration

/" Comtarsia Management Console [=] = |==]
|Global| LDAP |Sync[]ierrt | Logon | Groups | Logaing | Licensing | Update I:‘\bout |
LDAF Server Entries Server | Users | User Object | Groups |
Add new Delete
LDAP host: |dap comtarsia.com
Failover LDAP host: |dap2 comtarsia.com
LDAP port: 636
LDAP timeout: 10
Server type: CpenLDAP -
S5L mode: SS5L without trusted server cedfficate -
Base DN: o=Comtarsia
Help
Corfiguration of a specific LDAP server. -
oK OK | [ cancel |[ ooty |
LDAP host

Specifies the primary LDAP server.

Failover LDAP host
Specifies a failover LDAP server. This host

will only be contacted if the first LDAP

server

coul

dnot

be reached.

LDAP port
The port of the LDAP servers. (default

port has to be changed to that LDAP

: 389). If another SSL mode is used, the

-SSL port.

(default for SSL -communication

636)
LDAP timeout

Specifies the timeout within which the LDAP
otherwise the logon process will be cancelled.

Server type

-communication has to be finished;

Defines which LDAP server software is in use. This is necessary so that the
Comtarsia Logon Client is able to evaluate server specific responses properly (eg:

LDAP password policy controls)

SSL mode

This parameter specifies
communication.

if, and which SSL mode should be used for the LDAP

(See: LDAP over SSL)
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Base DN
Specifies the baseDN of all LDAP  -operations.

6.2.2 Users

The configurationrmfnéhowetbDABRteser 0.

Static DN

/' Comtarsia Management Console EI =1 @

|Global| LDAFP |SyncClierrt | Logon | Groups | Logaging | Licensing | Update I:‘\bom |

LDAP Server Ennes [ erver | Users | User Obiect | Groups |
Add new Delete

User

Append BaseDN
UserDN Prefoe:  uid=

UserDN Suffoc:

UserDN Mode:  Static DN -

DN: uid=<USERNAME: o=Comtarsia

Help
User DN specific configuration for this LDAP server. -

oK OK | [ Cancel |[ pply |

Append BaseDN
If this parameter is enabled, the BaseDN is appended to the UserDN. (Default and
recommended)

UserDN Prefix
Define s the naming attribute of the LDAP user. The specified value is used for the

iBind as Usero operation (static DN), as wel/l as

enabled).

UserDN Suffix
This suffix is appended to the u ser name for the ABind as
operation.

UserDN Mode ( searchForUser , ouSearchListMode )

Defines how the Logon Client should determine the LDAP DN of the LDAP user
object. ASt at i defin@s\iiatthe UserDN should be constructed from the

specified values, and that this resulting userDN should be used directly for the

LDAP bind operation . (Also see: LDAP Users from Mul tiple OUs)
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DN: Shows the resulting userDN which will be used for the LDAP bind; or, in case

of a different AUser DN Moded, the resulting
Search for User
/' Comtarsia Management Console E'E'@

|Global| LDAP |Sync[]ierrt | Logon | Groups | Logaing | Licensing | Update I:‘\bout |

LDAP Server Entries | [ |Users| User Object I Groups|
Add new Delete
User System User
Append BaseDN et
UserDN Prefoe:  uid= DN: <ANONYMOUS>
UserDN Suffoc: Password:
UserDN Mode:  Search for User -

Search: (&uid=<USERNAME>)objectclass=account)) Base: o=Comtarsia

Help
User DN specific configuration for this LDAP server.

OK | [ cancel |[ ooy

)

System User > DN
Defines a full L DAP DN of a dedicated LDAP system user which will be used for the
LDAP search operation (Bot h ©serDN Mode: Search for User 6, a n dUséDN

Mode: OU Searchlist 0). User DN Modes, other than fAstati

LDAP wusers i n cas eenttcdnmigetsiObs. i (Alsd sed :fLEAP Users
from Multiple OUs, und Search for User )

System User > Password
Defines the password of  the LDAP system user.  The password is stored
encrypted.

OU Searchlist
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/" Comtarsia Management Console [=] = |==]

|Global| LDAP |Sync[]ierrt | Logon | Groups | Logaing | Licensing | Update I:‘\bout |

LDAP Server Enfries | Server |{ Users | User Object | Groups |
Add new Delete

User System User
Append BaseDN yet

UserDN Prefoe:  uid= DN: <ANONYMOUS>

UserDN Suffoc: Password:

UserDN Mode: QL Searchlist -

OU Searchlist

ObjectDIN: cn=ousearchlist,o=Comtarsia Attribute: member

Error Code: The User doesnt exist (6 »  UserDOlU Prefoc:

UserDU Suffoc:

DN: uid=<USERNAME:, <0 Uz 0=Comtarsia
Help
Configuration of a specific LDAP server. -
0K OK | [ cancel |[ ooy |

OU Searchlist
Also see : LDAP Users from Multiple ~ OUs, und OU Searchlist

OU Searchlist > ObjectDN
Specif ies which LDAP object contains the list of OUs ( OU Searchlist ).

OU Searchlist > Attribute
Specifies which LDAP attribute of that OU Searchlist LDAP object contains the
single OU -values. (multivalue attribute)

OU Search list > Error Code

Defines which LDAP error should be returned

of the OUs.

OU Searchlist > UserOU Prefix
Defines a prefix ~ which will be used to construct the particular user DNs.

The possible UserDNs are constructed in the following way:
<UserDN Prefix><USERNAME><UserDN Suffix><UserOU Prefix><OU><UserOU
Suffix>,<baseDN>

(Also see : LDAP Users from Multiple  OUs, and QU Searchlist )

6.2.3 User Object
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User Object

Object Class

Defines which LDAP ObjectClass has to be used to determine the LDAP -user (for
Search For User and OU Searchlist)

UserObject Require d

If this option is enabled, a logon will only be allowed if the LDAP -user was actually

found in the LDAP directory. This usually isndt nec
allows bind requests of non  -existent /wrong users

Password Attribute
Defines in which LDAP attribute of the LDAP user object the password is stored

UTF8- password

If this option is enabled, the password will be sent UTF8 -encoded during the
logon, as well as during password -changes. This also affects the system user
password.

Dondét send old password on change

I f this option is enabled, the old pasmword wondt b
password during a password change request. (Default: old password will be sent.
Recommended)

Set Samba Password

The following options can be used to synchronize the LDAP user password with
the Samba Password of the LDAP user object. This is useful if the LDAP user
objects are also used as samba users.

sambal MPassword
Updates the LDAP user attribute fAslashimfdheMPasswordo w
user password.
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