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1.  Introduction   
 

Comtarsia Logon Client 2008 for  Windows  Vista, Windows 7 and  Server 2008.  

 

 

 

 
 

 

The Comtarsia Logon Client 2008 allows enhances Windows Vista, Server 2008 

and Windows 7 with the option of a primary authentication against LDAP -

directories.  

 

The Credential Provider interface introduces with Windows Vista and Server 2008 

is used by the Comtarsia Logon Client 2008 which replaces the Microsoft Logon 

tile by a Comtarsia Logon tile which enables the LDAP logon.  Itôs possible to 

configure the Comtarsia Logon Client 2008 so that users can switch back to the 

Microsoft Logon tile, or to forbid any other authentication method beside LDAP.  
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The Windows Vista (and Windows 7) User Account Control (UAC) allows a specific 

authorisation for the execution of applications which need local Administrator 

rights . The Comtarsia Logon Cl ient 2008 enables the possibility to use LDAP 

groups to control these temporary administrator privileges.  

 

 

For more informations about the Comtarsia SignOn Solutions, please visit our 

webpage:  

http: //signon.comtarsia.com/index_en.html  

 

http://signon.comtarsia.com/index_en.html
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2.  Installation  
 

 

2.1  Automatic Installation  

 

An installation or an update is done using the installation program ñSOS2008 -

5.0.X.4.exe ò. When updating, the configuration is preserved and the license key 

will only be replace d if the validity of the installed key is shorter than the validity 

of the key shipped with the installation program. (Bought license keys usually 

wonôt be replaced.) 

 

The installation program copies the necessary files and applies necessary registry 

chang es to enable the Comtarsia Logon Client Credential Provider tile. It also 

writes a default configuration into the registry (except for those values which 

have already been set ï no existing config will be replaced).  

 

After the installation, the configurati on utility ĂComtarsia Management Consoleñ is 

started. See : Comtarsia Management Console (ComtMC)  
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3.  Comtarsia Management Console (ComtMC)  
 

The Comtarsia Management Console (ComtMC) can be accessed trough the Start 

menu.  

 

On the first start of the ComtMC one will be asked w hether ñautomatic update 

checking ò should be enabled or disabled.  If thereôs no direct internet connection 

(internet accessible without proxy server), itôs advisable to disable automatic 

update checking for now . This setting can be adjusted at a later time . See: 

Update Notification  

 

 

3.1  Update Notification  

 

The version checking and notification is performed each time the ComtMC is 

started.  

 

 

If th ereôs no direct internet connection (internet accessible without proxy server), 

itôs advisable to disable automatic update checking for now. The update check is 

carried out exclusively over http://update.comtarsia.com  

 

A manual check can be triggered via t he ñUpdate ò tab of the ComtMC.  
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4.  Basic Configu r aion  
 

The confi guration of the LDAP settings builds the fundament on which all 

configuration scenarios build upon.  

  

The following information is needed :  

-  LDAP-Server Adress/Port  Non -SSL or  SSL 

-  LDAP server type  (eg: OpenLDAP, IBM Directory Server 6, etc)  

-  LDAP directory structure  

-  1 LDAP user with password ( for testing )  

 

LDAP directores usually donôt follow any rigid pattern and are usually tailored to 

fit company scenarios and applications. Therefore, the LDA P configuration of the 

Comtarsia Logon Client often just can not be done by following a simple recipe.  

This section shows how to obtain a basis configuration which allows an LDAP 

logon, by following a few simple steps. Additional scenarios which can be use d to 

refine that ñsimple configuration ò follow later  together with the required 

configuration steps. See: Usage Scenarios  

 

To keep the fundamental configuration simple, it is assumed that all LDAP users 

are in the same  container.  

 

In the hirarchy of the example -LDAP server ñldap.comtarsia.comò, the user 

ñmamu1ò is in the container ñou=usersò which in turn is in ño=comtarsiaò. 

ño=comtarsiaò is also the BaseDN. The naming-attribute of the example users is 

ñuidò. (usually ñuidò or ñcnò) 

The full DN (Distinquished Name) of the user is therefore: 

ñuid=mamu1,ou=users,o=comtarsiaò. 

 

 
 

The syntax of full DNs is always from the lower level (leaf) to the base object 

(root or ñbaseDN ò). 

 

 

LDAP servers can usually accessed unencryp ted over the port 389, as well as 

SSL-encrypted over the port 636. For the first tests, with the test users, an 

unencrypted ( clear text ) communication is sufficient.  In production environment, 

however, an encrypted communication is for security reasons str ongly 

recommended; because otherwise, any communication between the client and 

the LDAP server (including login information) is held in clear text .  

 

The first configuration to be made is in the Comtarsia Management Console 

(ComtMC) in the tab ñ[ LDAP ] -> [ Server]ò; The LDAP host name (or IP-

address), the LDAP port and the corresponding SSL mode.  

If the LDAP communication should be encrypted (over SSL), itôs best to chose 

ñSSL without trusted server certificateò instead of ñNo SSLò for now, for the sake 
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of simplicity. For more information concerning the SSL modes, see : LDAP over  

SSL 

 

Also important is the ñBaseDNò which is the base of every LDAP-search.  

 

 

 
 

 

The tab ñ[ LDAP ] -> [ Users ] ò contains the configuration of the position of LDAP -

users within the LDAP directory, or ñhow the authenticationò should be 

performed.  

 

The simplest ñUserDN Modeò is ñStatic DNò. In this mode, the Comtarsia Logon 

Client uses logon name entered by the user (at the logon tile) and uses it to 

construct an LDAP DN with that name and the configured ñBaseDN, UserDN 

Suffix, and UserDN Prefixò. Subsequently, the Comtarsia Logon Client uses that 

constructed LDAP DN and the password for an LDAP -bind to the configured LDAP 

server. If the LDAP ser ver accepts that LDAP -bind with the constructed LDAP DN 

and password, the provided username is considered valid and the logon process 

continues . 

 

The UserDN is constructed in the following way:  

UserDN Prefix + <Logon -Name> + UserDN Suffix + Base DN  

The ass embly of those parts must result in a valid LDAP DN.  

 

In the example, this results in:  

UserDN Prefix=Ăuid= ñ 

UserDN Suffix=Ă,ou=Users ñ (inclusive the comma )  

BaseDN=Ăo=Comtarsia ñ 

 

The Comtarsia Management Console shows a preview of the resulting UserDN, so 

that one can see at a glance whether the chosen values are entered correctly and 

meet the existing LDAP structure. (marked red in the picture below)   
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5.  Usage Sc enarios  
 

5.1  LDAP over  SSL  

 

There are different modes of communication between the Comtarsia Logo n Client 

2008 and the LDAP server.  

The basic idea of the SSL communication is the encryption of the plaintext  data 

which is sent over the wire.  (1 st  mode).  

 

The 1 st  mode is the easiest to configure.  

 

The settings are made in the ComtMC in [ LDAP -> Server -> SSL mode ].  

 

 
 

Description of the modes:  

 

Mod e 1: SSL without "trusted server certificate"  

Requirements :  

Client:  none  

LDAP Server:  SSL communication (ldaps) has to be enabled. The 

certificate doesnôt have to be issued by a CA (Certificate Authority) ï it 

may as well be a self - signed certificate.  

Advantages :  The communication between the Comtarsia Logon Client 

2008 and the LDAP server, (which will otherwise be in clear text ) will be 

encrypted.  

 

Mod e 2: SSL with "trusted server certificate"  

Requirements :  

Client:  The client has to trust the CA (Certificate Authority) which issued 

the LDAP server certificate.  Therefore, all CA -certificates in the chain have 
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to be added to the ñTrusted Root Authoritiesò-branch of the computer -

certificates -store. ( see figure below )  

LDAP Server:  The certificate of the LDAP server has to be issued by a 

certificate authority which is trusted by the client.  

Advantages :  Encryption . The Comtarsia Logon Client ensures that the 

LDAP server is trusted by checking its certificate. (prev ents ñman in the 

middleò-attacks )  

 

Mod e 3: SSL with "trusted client certificate"  

Requirements :  

Client:  As mode 2. In addition, the client needs a client certificate 

(inclusive key)  in the ñMyò-branch of the computer certificates store. The 

certificate of e ach client has to have the computer name its client as part 

of the certificate CN (common name). ( see figure below )  

LDAP Server:  As mode 2 . In addition, the LDAP server has to trust the 

certificate authority which issued the client certificate.  

Advantages :  Like mode 2 . The LDAP server can be configured to only 

accept connections from trusted clients.  

 

 

 
[ Figure : MMC: Trusted Root Certificates of the computer ]  
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[ Figure : MMC: My-store of the computer ]  

 

5.2  LDAP Users from M ultiple  OUs  

 

Often, the LDAP hierarch y isnôt flat and the users are located in several 

organizational  units (OU).  

 

In the bases (example) configuration, all users are in the OU ñou=Usersò, which, 

in turn is within the organisation ño=Comtarsiaò. However, the following examples 

have an additio nal hierarchical  level to show the configuration steps required to 

handle that ñmultiple Ousò-scenario.  

 
uid=<Username>,ou=< Variable OU >,ou=Users,o=Comtarsia  
 
eg:  
uid=<Username>, ou=Human Resources ,ou=Users,o=Comtarsia  
uid=<Username>, ou=Public Relations ,ou= Users,o=Comtarsia  
 

 
[ Figure : LDAP example : multiple OUs]  

 

There are different ways to configure this (and similar) scenarios for the 

Comtarsia Logon Client 2008. The first option (Search for User ) , simply searches 

for  the LDAP us er within the configured RootDN (on a sub - tree level). The second 

option (OU Searchlist )  uses a list of allowed OUs, and the Comtarsia Logon Client 

2008 searches in each of those OUs for the provided LDAP -use r.  

 

In both cases, the LDAP -search either has to be allowed for ñanonymousò, or a 

ñLDAP system userò has to be used who has the rights to search within the 

desired parts of the LDAP directory. This system user can be set in the ComtMC 

and will be used by t he Comtarsia Logon Client for those search operations.  

 

5.2.1  Search for User  

 

The Comtarsia Logon Client authenticates itself against the LDAP server, using 

the configured ñSystem Userò. 
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[ Figure : ComtMC: LDAP > Users: UserDN Mode = Search for User]  

 

 

Then, t he Logon Client issues an LDAP search, which is composed as follows.:  

 
(&(uid=<USERNAME>)(objectclass=person)) baseDN: o=Comtarsia  
 "<USERNAME>": The username entered by the user.  

 "uid=":  the configured  "UserDN Prefix"  

 "person":  the configured  "User Object > Object Class" ( see figure )  

 "o=Comtarsia"  the configured  "baseDN"  
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[ Figure : ComtMC: LDAP > User Object > Object Class]  

 

 

If an unique LDAP userobject is found, the full DN of this object is used for the 

LDAP bind request, together with the password prov ided by the user. In all 

further steps (eg: group search), this determined LDAP -user DN is used.  

If the user is not unique (more than one LDAP objects got returned by that LDAP -

search), the logon process will be terminated with an error message.  

 

 

5.2.2  OU Searc hlist  

 

The Comtarsia Logon Client authenticates itself against the LDAP server, using 

the configured ñSystem Userò. 

 

.After that, the Comtarsia Logon Client requests the configured ñOU Searchlist > 

ObjectDNò and its ñOU Searchlist > Attributeò. This object contains a list of valid 

ñ<OU>ò-values in the configured ñOU Searchlist > Attributeò. 
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[ Figure : ComtMC: LDAP > Users > UserDN Mode = OU Searchlist mode]  

 

 

The configured OU Searchlist Object could be an LDAP group (default 

configuration); but it can as well be any other LDAP object. By default the 

ñMemberò-attribute of a specific LDAP group would contain all the allowed ñOUsò. 

 

Example LDIF of the OU Searchlist object:  
dn: cn=ousearchlist, ou=Groups, o=Comtarsia  
objectClass: top  
objectClass: groupOfNames  
member: ou=Accounting  
member: ou=Finance  
member: ou=Human Resources  
member: ou=Information Technology  
member: ou=Payroll  
member: ou=Public Relations  
cn=ousearchlist  

 

The Comtarsia Logon Client uses the following values to generate possible valid 

User -DNs:  
<UserDN Prefix><USERNAME><UserDN Suffix><UserOU Prefix><OU><UserOU 
Suffix>,<baseDN>  
In the example configuration, this results in :  
uid=<USERNAME>,<jeweilige OU>,o=Comtarsia  

 
 "<UserDN Prefix>":  configured  in "LDAP > Users > User > UserDN Prefix"  

 "<USERNAME>": entered by the user at the login screen  

 "<UserDN Suffix>":  configured  in "LDAP > Users > User > UserDN Suffix"  

 "<UserOU Prefix>":  configured in "LDAP > Users > OU Seachlist > UserOU 

Prefix"  

 "<OU>":  replaced by the respective OUs  

 "<UserOU Suffix>":  conf igured in "LDAP > Users > OU Seachlist > UserOU 

Suffix"  

 "<baseDN>":  configured in "LDAP > Server > baseDN"  
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The Comtarsia Logon Client checks each of the resulting DN to see if any of them 

is a valid LDAP user.  

Once a user has been found, the full DN of th at user is used, together with the 

password provided by the user, to issue an LDAP bind. If the LDAP bind succeeds, 

the logon process continues and the full DN of this user is used for all further 

steps (eg: group search).  

If none of the resulting user -DNs is a valid user, the logon process will be 

cancelled and the user receives the configured ñerror codeò (LDAP > Users > OU 

Searchlist > Error Code).  
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6.  Configuration Parameters  
 

6.1  Global  

 

 
 

 

 

Language  

Defines the user inter face language.  Currently the following languages are 

available: German, English, and French.  

 

Enable Domain Logon  

If this parameter is enabled, the Comtarsia Logon Client switches from ñLocal 

User Modeò to ñDomain User Modeò.  

 

Local User Mode:  

After a successful LDAP logon a local user account is used for the workstation 

logon. The user account management ( create, activation, password 

synchronization , etc..) is performed by the Comtarsia Logon Client . 

 

Dom ain User Mode:  

After a successful LDAP locon a domain user account is used for the workstation 

logon. The name of the domain has to be set in the Domain  field . The Domain  

field must contain the domain name alone ï not the full active directory name. 

For example: If the AD -Domain name (FQDN Full Qualified Domain Name)  is 

ñADSDOM001.comtarsia.com ò, the name ñADSDOM001 ò has to be used. In order 

for the automatic domain logon to work, two conditions have to be met :  

-  The workstation has to be a member of the domain  

-  Since the Comtarsia Logon Client doesnôt have the necessary privileges to 

manage AD -users, the Comtarsia SignOn Gate has to be used on one of 
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the AD servers, and the C omtarsia Logon Client has to be configured to 

use it. See: SyncClient Configuration . 

 

 

 

Display progress info bar  

If this parameter is activated, a progressbar is displaye d on top of the screen 

during the logon.  

 

 
 

 

Logon Panel Bitmap  

With this parameter, an alternate bitmap (for example a company logo) can be 

chosen which replaces the Comtarsia logo in the Logon tile.  

The bitma p has to have a resolution of 128x128 pixel and has to be locally 

available to the system during the logon.  

 

 

Microsoft Credential Provider ï Filter :  

The Comtarsia Logon Client allows you to filter out the standard Microsoft 

Credential Provider.  I.e. Users  canôt switch to the Microsoft Credential Provider at 

the the logon -  or unlock -screen. The  Button ñother userò is no longer available. 

 

Unregister on Startup  

If this parameter is enabled, the Micr osoft Credential Provider wonôt be loaded 

during the system start. (Comtarsia Credential Provider will be shown as default, 

but unless ñDisallow temprary activation/deactivation ò is also enabled, users can 

still switch to the Microsoft Credential Provider)  

 

Disallow temprary activation/deactivation  

If  this option is active, the link ñEnable/Disable Microsoft Logonò (at the login 

screen ) is no longer available.  
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6.2  LDAP  

6.2.1  Server  

 

LDAP server specific configuration . 

 
 

LDAP host  

Specifies the primary LDAP server.  

 

Failover LDAP host  

Specifies  a failover LDAP server. This  host will only be contacted if the first LDAP 

server couldnôt be reached. 

 

LDAP port  

The port of the LDAP servers. (default :  389). If another SSL mode is used, the 

port has to be changed to that LDAP -SSL port.  (default fo r SSL -communication : 

636 )  

 

LDAP timeout  

Specifies the timeout within which the LDAP -communication has to be finished; 

otherwise the logon process will be cancelled.  

 

Server type  

Defines which LDAP server software is in use. This is necessary so that the 

Comtarsia Logon Client is able to evaluate server specific responses properly (eg: 

LDAP password policy controls) .  

 

SSL mode  

This parameter spec ifies if, and which SSL mode should be used for the LDAP 

communication. (See: LDAP over  SSL)  
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Base DN  

Specifies the baseDN of all LDAP -operations.  

  

6.2.2  Users  

 

The configuration of ñhow to determine the LDAP userò.  

 

Static DN  

 

 
 

Append BaseDN  

If this parameter is enabled, the BaseDN is appended to the UserDN. (Default and 

recommended)   

 

UserDN Prefix  

Defines the naming attribute of the LDAP user. The specified value is used for the 

ñBind as Userò operation (static DN), as well as for the LDAP user search (if 

enabled).  

 

UserDN Suffix  

This  suffix is appended to  the user name for the ñBind as Userò (static DN) 

operation.  

 

UserDN Mode ( searchForUser , ouSearchListMode )  

Defines how the Logon Client should determine the LDAP DN o f the LDAP user 

object.  ĂStatic DNñ defines that the UserDN should be constructed from the 

specified values, and that this resulting userDN should be used directly for the 

LDAP bind operation . ( Also see:  LDAP Users fr om Multiple OUs)  
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DN: Shows the resulting userDN which will be used for the LDAP bind; or, in case 

of a different ñUserDN Modeò, the resulting LDAP search string. 

 

Search for User  

 

 
 

System User > DN  

Defines a full LDAP DN of a dedicated LDAP system user which will be used for the 

LDAP search operation (Both for ñUserDN Mode: Search for User ò, and ñUserDN 

Mode: OU Searchlist ò) . UserDN Modes, other than ñstatic DNò are needed to find 

LDAP users in case theyôre in different containers/OUs. (Also see : LDAP Users 

from Multiple  OUs, und Search for User )  

 

System User > Password  

Defines the passw ord of the LDAP system user.  The password is stored 

encrypted.  

 

OU Searchlist  
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OU Searchlist  

Also see : LDAP Users from Multiple  OUs, und OU Searchlist  

 

OU Searchlist > ObjectDN  

Specifies which LDAP object contains the list of OUs ( OU Searchlist ) . 

 

OU Searchlist > Attribute  

Specifies which LDAP attribute of that OU Searchlist LDAP object contains the 

single OU -values. (multivalue attribute)  

 

OU Searchlist > Error Code  

Defines which LDAP error should be returned in case the User wasnôt found in any 

of the OUs.  

 

OU Searchlist > UserOU Prefix  

Defines a prefix  which will be used to construct the particular user DNs.   

The possible UserDNs are construc ted in the following way:  
<UserDN Prefix><USERNAME><UserDN Suffix><UserOU Prefix><OU><UserOU 
Suffix>,<baseDN>  

(Also see : LDAP Users from Multiple  OUs, and OU Searchlist )  

 

 

6.2.3  User Obj ect  
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User Object  

Object Class  

Defines which LDAP ObjectClass has to be used to determine the LDAP -user (for 

Search For User and OU Searchlist) . 

 

UserObject R equired  

If  this option is enabled, a logon will only be allowed if the LDAP -user was actually 

found in the LDAP directory. This usually isnôt necessary, unless the LDAP server 

allows bind requests of non -existent /wrong users . 

 

Password Attribute  

Defines  in which LDAP attribute of the LDAP user object the password is stored . 

 

UTF8-password  

If  this option is enabled, the password will be sent UTF8 -encoded duri ng the 

logon, as well as during password -changes. This also affects the system user 

password.  

 

Donôt send old password on change 

If this option is enabled, the old password wonôt be sent together with the new 

password during a password change request. (Default: old password will be sent. 

Recommended)  

 

Set Samba Password  

The following options can be used to synchronize  the LDAP user password  with 

the Samba Password of the LDAP user object. This is useful  if the LDAP user 

objects  are also used as samba users.  

 

sambaLMPassword  

Updates the LDAP user attribute ñsambaLMPasswordò with the LM-hash of the 

user password.  

 




























































