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Introduction  
The Comtarsia Logon Client supports different Multi-Factor Authentication (MFA) types to be used as 

a second factor for user authentication. These are: 

¶ TOTP, an industry-standard Time-based OTP, defined in RFC 6238 

¶ HOTP, a standardized counter-based OTP, defined in RFC 4226 

¶ FIDO2 are mostly USB security keys, a standard defined by the FIDO Alliance 

¶ COTP, a Comtarsia developed push notification OTP using the Comtarsia Authenticator App 

for Android or iOS, compatible with the TOTP standard 

Normally, users are just using their passwords to authenticate themselves. Passwords have some 

well-known drawbacks; some may be easy to guess, an attacker may be able to watch the user 

entering the password and so on. Therefore, adding a second factor to the authentication process 

will significantly improve system security. 

Before following this guide you must have an already working Logon Client and SignOn Proxy 

Installation with your backend of choice (LDAP or AD), where users can authenticate using user and 

password. 

Information about the enrolled MFA device and the last logon status needs to be stored for every 

user. This information can be saved into a user attribute in the LDAP/AD directory or the SignOn 

Proxy integrated database can be used for this. 

If a user must use an MFA device for authentication is controlled using group memberships. Every 

LDAP/AD group can be extended with an attribute that contains this information, or alternatively, the 

SignOn Proxy integrated database can be used. 

The SignOn Proxy integrated database is the easiest to use, on the other hand, storing the MFA 

information in the directory has advantages when you have multiple directory servers, as the 

replication is then handled the standard LDAP/AD way. 
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MFA types in detail  
 

TOTP and HOTP 

TOTP is a time-based OTP standard. HOTP is an index-based OTP standard. As an OTP device, 

authenticator apps on mobile devices can be used. On enrolment, the Comtarsia Logon Client 

displays a QR code, which the user subsequently scans with the authenticator app. The Comtarsia 

Authenticator App for Android and iOS can be used for this, but also other authenticators that 

support TOTP will work. As an alternative to the authenticator apps, OTP tokens can be used. Such 

devices cannot be self-enrolled by the user and therefore, they must be assigned to a user before 

they are handed out. Details of this process are not covered in this guide and can be obtained by 

request from Comtarsia. 

After the enrolment, if the user wants to log in, he enters his username and password as usual, but 

he adds the OTP generated by the authenticator app after the password.  

 

FIDO2 

FIDO2 is a standard for security keys often with a USB interface. These devices can store credentials 

for multiple services and applications. To use them, the user must connect them to a USB port and 

give his consent by pressing a button on the token or sometimes even touching a fingerprint sensor 

on the token. To enroll, the Logon Client asks the user to connect his token and give his consent.  

The FIDO2 standard supports two different types of credentials; resident keys and non-resident keys. 

With resident keys, the credentials are stored on the token, which is why one token can only support 

a limited number of different credentials. Using no resident keys, the credentials are not stored in 

token; instead, they are stored by the SignOn Proxy in the LDAP/AD directory or the integrated 

dataset. If the users should be able to use the FIDO2 token also for offline-logon, a resident key must 

be used. This can be configured in the Comtarsia User Management Console, see XXX 

 

COTP 

The Comtarsia developed COTP uses a time-based OTP as a second factor, which is transmitted 

securely in the background through the use of the Comtarsia Authenticator App and the Comatrsia 

Cloud Service. 

When a user wants to log in, he first enters his username and password as usual. On checking the 

credentials, the Comtarsia SignOn Proxy sees that for this user a second factor is required and sends 

a push notification request through the Comtarsia Cloud Service to the Comtarsia Authenticator App 

running on the mobile of the user. This Authenticator app then displays a popup, asking the user if he 

wants to log in to the workstation. The user can confirm this using his configured biometric 

authentication on the mobile. On successful authentication, the app sends back a secure message to 

the SignOn Proxy, which then allows the user to login. This is illustrated in the following drawing: 
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The enrolment of COTP simply works by scanning a QR code with the Comtarsia Authenticator app. 

 

Account Session Password 

The Account Session Password (ASP) is a functionality that can be enabled for users in addition to the 

MFA login. It replaces the user password in the directory with a generated password based on a hash 

ƻŦ ǘƘŜ ǳǎŜǊ ǇŀǎǎǿƻǊŘ ŎƻƴŎŀǘŜƴŀǘŜŘ ǿƛǘƘ ŎƻƴŦƛƎǳǊŜŘ ά{essionPasswordKeyέ ƻƴ ǘƘŜ {ƛƎƴhƴ tǊƻȄȅΦ ¢Ƙƛǎ 

ƘŀǎƘ ƛǎ ǘƘŜƴ ǳǎŜŘ ǘƻ ŎǊŜŀǘŜ ŀ ǇŀǎǎǿƻǊŘ ŀǎ ŘŜŦƛƴŜŘ ōȅ ǘƘŜ ά!uthSessionPasswordTemplateέ ǊǳƭŜΦ 

 The ASP functionality is useful to deny users to logon directly to the LDAP/AD directory without 

using the Comtarsia Logon Client.  
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System requirements  
The following minimum versions are needed for the full MFA functionality described in this guide: 

Logon Client Build 6.2.2.0 or above 

SignOn Proxy Build 6.2.1.50 or above 

 

Configuration o f the SignOn Proxy 
A license key needs to be installed that supports the MFA type that is intended to use. The evaluation 

license key included with every SignOn Solutions bundle has the TOTP, HOTP and FIDO2 MFA types 

enabled. To test the Comtarsia push notification COTP a special license key is required. Such a key 

can be obtained for free ōȅ ǊŜƎƛǎǘŜǊƛƴƎ ŀƴ ŀŎŎƻǳƴǘ ŀǘ ƳȅΦŎƻƳǘŀǊǎƛŀΦŎƻƳΦ Lƴ ǘƘŜ ƭƻƎƛƴ ŀǊŜŀΣ ΧΦ 

To configure the SignOn Proxy, open the Management Console. All the related configuration values 

Ŏŀƴ ōŜ ŦƻǳƴŘ ǳƴŘŜǊ ά[ƻƎƻƴ tƻƭƛŎȅέ -Ҕ ά!ŎŎƻǳƴǘ aŀƴŀƎŜƳŜƴǘέΦ 

 

 

First, the account management mode must be selected. This specifies if the information about the 

MFA device in use by a user and if a user should use MFA for login is stored in the LDAP/AD directory 

or in an embedded database. 
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Account Management Mode Database 

Using this mode, all the account management information is stored in a database file using a SignOn 

Proxy embedded database engine. For every user and every group in the directory that is actively 

used, an entry in the database containing the MFA settings is created. This has the advantage that no 

additional information has to be stored in the LDAP/AD directory and therefore, this solutions can 

also be used in scenarios where the LDAP/AD directory cannot be touched.  

This mode has only one configuration parameter, the α!ŎŎƻǳƴǘ ƳŀƴŀƎŜƳŜƴǘ ŘŀǘŀōŀǎŜ ǇŀǘƘέ ǿƘƛŎƘ 

defines the full path to the database file. If this file does not exist, a new databse is created, so be 

careful when changing this parameter when the database is already populated. 

If more than one SignOn Proxies are in use in a loadbalancing configuration, this file must be shared 

between all SignOn Proxy instances using a SMB share.  

The SignOn Proxy runs in the context if the system user, so the ACL must be set accordingly.   

 

Account Management Mode Directory  

If the MFA information should be stored directly into the LDAP/AD directory, this mode must be 

chosen. It requires the definition of the following two attributes: 

accountMgmtAttribute 

Specifies a string attribute with minimal 1024 characters length in user objects for the MFA 

and Authentication Session Password function in Directory Mode. 

accountMgmtConfigAttribute 
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Specifies a string attribute with minimal 1024 characters length in group objects that will be 

used to store MFA or account session password enrollment information. This attribute is 

required for MFA and Authentication Session Password function in Directory Mode. 

 

The SignOn proxy reads and writes these attributes in the context of the configured system user (see 

ƛƴ ǘƘŜ aŀƴŀƎŜƳŜƴǘ /ƻƴǎƻƭŜ ά{ȅǎǘŜƳέ -Ҕ ά¦ǎŜǊέύΦ ¢ƘŜ !/ƭ in the directory must be set so that the 

system user is able to query, read and write these attributes. The users themselves should not be 

able to read or write these attributes. 

¢ƘŜ ŀǘǘǊƛōǳǘŜǎ ǳǎŜŘ ŦƻǊ ǘƘŜ ά!ŎŎƻǳƴǘ ƳŀƴŀƎŜƳŜƴǘ ŀǘǘǊƛōǳǘŜέ ŀƴŘ ǘƘŜ ά!ŎŎƻǳƴǘ management config 

ŀǘǘǊƛōǳǘŜέ Ƴǳǎǘ ōŜ ƻŦ ǘȅǇŜ ǎǘǊƛƴƎ ŀƴŘ ǎƘƻǳƭŘ ǎǳǇǇƻǊǘ ǎǘǊƛƴƎ ǿƛǘƘ ŀ ƳŀȄƛƳǳƳ ƭŜƴƎǘƘ ƻŦ млнп 

characters. It is possible to use attributes that already exist in the user or group object e.g. the 

άŘŜǎŎǊƛǇǘƛƻƴέΦ  !ƴ ŜȄƛǎǘƛƴƎ ǾŀƭǳŜ ƛƴ ǘƘŜǎŜ ŀǘǘǊibutes will be overwritten. 

When setting MFA information for a group in the Comtarsia User Management, the defined LDAP/AD 

ŀǘǘǊƛōǳǘŜ ƛǎ ǿǊƛǘǘŜƴΦ ¢Ƙƛǎ ǿƛƭƭ ōŜ ŀ ǾŀƭǳŜ ǎǘŀǊǘƛƴƎ ǿƛǘƘ ά/!aмΧέΦ LŦ ƛǘ ŘƻŜǎ ƴƻǘ ǿƻǊƪΣ ŎƘŜŎƪ ǘƘŜ 

directory ACLs. Same for the users, a a user login the configured attribute is written with a value 

ǎǘŀǊǘƛƴƎ ǿƛǘƘ ά/!aмΧέΦ 

 

Further important configuration values are: 

enableMFA  

¢Ƙƛǎ ǎŜǘǘƛƴƎ ŘŜŦƛƴŜǎ ǿƘƛŎƘ aC! ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜǘƘƻŘǎ ŀǊŜ ŀǾŀƛƭŀōƭŜ ǘƻ ǘƘŜ ǳǎŜǊǎΦ ά9ƴŀōƭŜ 

/h¢tέ Ƴǳǎǘ ōŜ ŎƘŜŎƪŜŘ Ŧor the app push authentication to work. 

OTPIssuer 

Defines the OTP Issuer. This is only displayed in the authenticator app. Maximum of 25 

characters. This value is used for TOTP/HOTP/COTP for the user to know where this 

credential belongs to. 

 

Configuration  on the Logon Client  
On the Logon Client side, no special configuration is needed for the MFA login to work. The only 

ŀǾŀƛƭŀōƭŜ ƻǇǘƛƻƴ ƛǎ ƛƴ ǘƘŜ aŀƴƎŜƳŜƴǘ /ƻƴǎƻƭŜ ǳƴŘŜǊ ά[ƻƎƻƴ tƻƭiŎȅέ -Ҕ άaC!κh¢tέ ǘƘŜ άaC! κ h¢t 

ƛƴǘŜǊŀŎǘƛǾŜ ƳƻŘŜέ ǿƘƛŎƘ ŎƻƴǘǊƻƭǎ ƛŦ the user can start an OTP enrolment process himself and also if 

ǘƘŜ άǇŀǎǎǿƻǊŘ Ҍ h¢tέ ƴƻǘƛŎŜ ƛǎ ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ ǇŀǎǎǿƻǊŘ ŦƛŜƭŘΦ If a user is forced to enroll an MFA 

device or if the user has already enrolled an MFA device, this will always work regardless of this 

setting. 
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Using the Comtarsia User Management Console 
Before starting the User Management Console (UserMgmt) it is important that the SignOn Proxy 

configuration is finished. The UserMgmt uses the same configuration as the SignOn Proxy, so the 

UserMgmt will work automatically once the SignOn Proxy configuration is finished. 

 

On startup, the UserMgmt displays a list of all users in the directory: 

 

 

Description of the columns of the user view: 

User Name Displays the short name of the user as it is used for logon. 

MFA Shows the currently enrolled MFA device of the user. 

MFA Status Date The date the MFA status of the user changed for the last time, e.g. from 
enrolling to enrolled or the change of an MFA device. 

ASP Shows if the user is currently using an Account Session Password. 

DN The full DN of the user object in the LDAP/AD directory. 

Management 
Profile 

Shows, if the users should use MFA authentication, which MFA type is allowed 
and if the user will be forced to enroll. 

Management 
Group 

A Management Profile is assigned to a user with a group. Here the group is 
shown that contains the relevant profile information. 

Last Logon` ¢ƘŜ ŘŀǘŜ ƻŦ ǘƘŜ ǳǎŜǊΩǎ ƭŀǎǘ ƭƻƎƻƴΦ 

Last Status The status of the last logon, if successful or failure. 

MFA Device Displays details about the MFA device the user is actively using (if any). 

OS/App Version If the user uses the Comtarsia Authenticator app as an MFA device, here the 
OS and app version will be displayed 

 

Right-clicking in a row will display a context menu, which allows to edit the user account or to modify 

the assigned management group. 
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/ƘƻƻǎƛƴƎ ŜŘƛǘ ǳǎŜǊ ǿƛƭƭ ōǊƛƴƎ ǳǇ ŀ ŘƛŀƭƻƎ ǿƘŜǊŜ ŘŜǘŀƛƭǎ ŀōƻǳǘ ǘƘŜ ǳǎŜǊΩǎ ƭŀǎǘ ƭƻƎƻƴ ǎǘŀǘǳǎΣ aC! ŘŜǾƛŎŜ 

in use and the management group are shown. If the user has an MFA device assigned, the 

Administrator has the option to remove it from the user account. This can be useful if the MFA 

device is lost and the user needs to login without. Furthermore, the user can also be removed from 

his current management group. When doing this, the user can continue to use his current enrolled 

MFA device but be cannot re-enroll anymore. 

Management groups are further described in the next section. 

 

In the middle/top section of the UserMgmt application there are radio buttons that allow switching 

the view from the user list to a group list as shown below: 

 

 

Description of the columns of the user view: 

Name Displays the short name of the group. 

MFA Type Shows the MFA settings configured for this management group. Hovering over 
the image with the mouse displays a detailed description. 

DN The full DN of the group. 

 

Double-clicking a group row opens the management group configuration dialog: 
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On the left side of this dialog, in the MFA group box, it can be configured which MFA device users 

should/must use that are member of this management group. The enroll/update settings have four 

ŘƛŦŦŜǊŜƴǘ ƻǇǘƛƻƴǎΥ άCƻǊŎŜ ƛƳƳŜŘƛŀǘŜƭȅέΣ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ǳǎŜǊǎ Ƴǳǎǘ ŜƴǊƻll to this MFA type the 

next time he logins. Without enrolment, he will not be allowed to log ƛƴ ŀƴȅƳƻǊŜΦ άCƻǊŎŜ ŘŜƭŀȅŜŘέ 

allows specifying a date in the future, until when he must be enrolled with this MFA type. On every 

login before this date is reached, he will be offered to enroll, but he can still log in if he defers the 

offer. After the configured date, the user can only log in when he has this MFA type enrolled. 

άhǇǘƛƻƴŀƭέ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ǳǎŜǊ Ƙŀǎ ǘƘŜ ƻǇǘƛƻƴ ǘƻ Ƴŀƴǳŀƭƭȅ ŜƴǊƻll on logon, but he can continue to 

login without MFA without limit. 

άbƻ ŎƘŀƴƎŜκǊŜƳƻǾŜέ ƳŜŀƴǎ ǘƘŀǘ ƛŦ ǘƘŜ ǳǎŜǊ Ƙŀǎ ŀƴ aC! ŘŜǾƛŎŜ ŜƴǊƻƭƭŜŘ, it will be removed from his 

account at the next logon. Further logon can be done without MFA. 

¢ƘŜ ά9ƴǊƻƭƭέ ƻǇǘƛƻƴ ƛǎ ǳǎŜŘ ƛŦ ǘƘŜ ǳǎŜǊ Ƙŀǎ ƴƻ aC! ŘŜǾƛŎŜ ȅŜǘΣ ǘƘŜ ά¦ǇŘŀǘŜέ option gets active if the 

user has already enrolled an MFA device. 

The MFA type specifies the type of MFA device that the user should/must enroll. Possible options are 

TOTO, HOTP, COTP and FIDO2. The values available here may be restricted by the license key in use 

and by the corresponding global configuration setting. 

Depending on the MFA type chosen, further configuration options are displayed below.  

For TOTP, HOTP and COTP these are the number of OTP digits that should be used (between 6 and 8) 

and the hash algorithm used. TOTO has an additional period, which defines how long (in seconds) an 

OTP value is valid. 






























