Comtarsia IT Services GmbH

» COMTARSIA

Comtarsia SignOn Solutions MFA

Multi - Factor Authentication Guide

MFA__

August 202 2




Table of contents

[ To [UTot i o] o WP PP P PP P P OPRPTRPPPRPI 3
MEA tyPES IN AELAIL.......oo e e et e e e e e e e e e e e e e e e e e e e e e s e e e s e e 4
B I = Vg o L B PP 4
L@ N = PO UPP PP PPTTT 4
ACCOUNTt SESSION PASSWOI. ...ttt a e 5
SYSEM FEQUINEIMENES. ..etiiiiieiiiee ettt e e s e e e e e erereaeeeaeaeeaaaaaeeees ] 6
Configuration Of the SIgNON PrOXY......uueeeeeiieiiee e 6
Account Management Mode Database..............oovveiiiiiiiiiiiiiiieeeeeeeee e L
Account Management Mode DIr€CIOIY. .......cccuuvriiiieeiiiiiiiee e siinneeeee e ]
Configuration on the LOgoN ClEIE............uiiiiiee e 8
Using the Comtarsia User Management CoNSQle.............coooeiiiiiiiiiii e 10
The Comtarsia MFA CloUd SEIVICE.........ocoiiiiiiiiiiie et 14
The Comtarsia AUTNENTICATON AP, ... ..ueiiiieeiitie et aaeas 15
EXample CONfIQUIATIONS........oiiiiiiiiiiiie et e e e e e s s e r e e e e aann 16
COTP (pushotification OTP) as a second factor for Active DireCtory........ccvveveeeveeerveenen.. 16
FIDO2 for LDAP QUINENTICALION. .......cciiiriiieiiiiie ettt 20
[ FoTod (0o 1Y/ o = (o U 25
QLI o] =2 Lo o 1 25
[ o o 1o PP PPRPP TP 25
User Management CONSQALE. ..........uiiii ittt e e et e e e e e e 26

Page2 of 26 Comtarsia MultiFactor Authentication Guide




Introduction
The Comtarsihogon Client supports different Mulactor Authentication (MFA) types to be usexd
a second factor for user authenticatiofihese are:

TOTP, mindustry-standard Timebased OTRlefined inRFC 6238
HOTP, a standardized courdeaised OTP, defined in REFZ26
FIDO2are mostly USBecurity keysa standarddefined by the FIDO Alliance

= =4 -4

for Android or iOS, compatible with the TOTP standard

Normally, users are just usingdir passwords to authenticate themselves. Passwords have some
well-kknown drawbacks; some may be easy to guess, an attacker may be able to watch the user
entering the password and so on. Therefore, adding a second factor to the authentication process
will significantly improve system security.

Before following this guidgou musthave an already working Logon Client and SignOn Proxy
Installation with you backend of choice (LDAP or ADheve users can authenticate using used
password.

Information aboutthe enrolled MFA device and the last logon status needs to be stored for every
user. This information can be saved into a user attribute in the LDAP/AD directory or the SignOn
Proxy integrated database can be used for this.

If a user must usereMFA devie for authentication is controlled using group memberships. Every
LDAP/AD group can be extended with an attribilitet contains this information, or alternatively, the
SignOn Proxy integrated database can be used.

The SignOn Proxy integrated database ésafisiesto use, on the other handtaring the MFA
information in the directory has advantages when you have multiple directory seia®the
replication is then handled the standard LDAP/AD way.
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COTP, a Comtarsia developed push notification OTP using the Comtarsia Authenticator App
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MFA types in detail

TOTP and HOTP

TOTP is a timbased OTP standardOTP israindexbased OTP standard. AsOTP device,
authenticator apps on mobile devices can be used. On enrolment, the Comtarsia Logon Client
displays a QR code, which the user subsequently scans with the authentpatolrhe Comtarsia
Authenticator App for Android and iOS can be used for this, but also other authenticators that
support TOTP will work. As an alternative to the authenticapps, OTP tokens can be used. Such
devices cannot be sedinrolled by the useand therefore, they must be assigned to a user before
they are handed out. Details of this process are not covered in this guide and can be obtained by
request from Comtarsia.

After the enrolment,fithe user wants to logn, he entes his username andagssword as usual, but
he adds the OTP generated by the authenticator app after the password.

FIDO2

FIDO?2 is a standard for security keys often &ithSB interface. These devices can store credentials
for multiple services and applications. To use th#m,user must connect them to a USB port and
give hisconsent by pressing a button on the token or sometimes even touching a fingerprint sensor
on the token. To enig the Logon Client asks the user to connect his token and give his consent.

The FIDO2tandard supports two different types of credentials; resident keys andrasident keys.

With resident keys, the credentials are stored on the token, which is why one token can only support
a limited number of different credentials. Using no residentkékie credentials are not stored in

token; insteadlthey are stored by the SignOn Proxy in the LDAP/AD directory or the integrated
dataset. If the users should be able to use the FIDO2 token also for 4difjor, a resident key must

be used. This can lm®nfigured in the Comtarsia User Management Console, see XXX

COTP

The Comtarsia developed COTP uses aliaged OTP as a second factor, which is transmitted
securely in the background through the use of the Comtarsia Authenticator App and the Comatrsia
Cloud Service.

When a user wants to lag, he first enters his username and password as usual. On checking the
credentials, the Comtarsia SignOn Proxy seesfthiahis usera second factois requiredand sends

a push notification request through the @¢tarsia Cloud Service to the Comtarsia Authenticator App
running on the mobile of the user. This Authenticator app then displays a popup, asking the user if he
wants to login to the workstation. The user can confirm this using his configured biometric
authentication on the mobile. On successful authentication, the app sends back a secure message to
the SignOn Proxy, which then allows the user to login. This is illustrated in the following drawing:
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Comtarsia
Comtarsia Logon Client Authenticator App ~
for Android/i0S

5. User approves request
1. Send Usemame 7. Login approval with Fingerprint/FacelD
and Password 4. Push notification to Authenticator App

3. Send COTP request "
Comiarsia SignOn Proxy }\Cﬂmgﬂéﬂ?cglom

h
he

"

<
| 6. Login approval
2. Verify Usemame and Password

LDAP
AD

The enrolment of COTP simply works by scanning a QRaéthdine Comtarsia Authenticator app.

Account Session Password

The Account Session Password (ASP) is a functionality that can be enabled for users in addition to the
MFA login. It replaces the user passwordhe directory with a generated password bdsen a hash

2F GKS dzaSNJ LI 4462 NR OesgidPass@ofdkéySRY 6 A K& DR T Fh @ dzANK
KIFrakK Aa GKSy dzaSR (2 ONXE luthSessibnPdshwardTarapdie NHZ SRS F A y S

The ASP functionality is useful to deny users to logon directly to the LDAP/AD directory without
using the Comtarsia Logon Client.
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System requirements
The following minimum versions are needed for the full MFA function@dicribedn thisguide

Logon Client Buil@.2.2.0or above

SignOn Proxy Bui@l2.1.500r above

Configuration o f the SignOn Proxy

A license key neexto be installed thasupports the MFA type that is intended to use. The evaluation

license key included with every SignSuolutions bundle has the TOTP, HOTP and FIDO2 MFA types

enabled. To test the Comtarsia push notification COTP a special license key is r&yuahadey

can be obtainedforfreée @8 NBIAAGSNAY3I |y | 002dzyd G Ye@dO2Ydl N

To canfigure the SignOn Proxy, open the Management Console. All the related configuration values
Oy 0SS T2dzy R dzyiR SONU GG 2d2ly a2y IATDRESY (¢

ﬂ Comtarsia Management Console 2016 64bit | SignOn Proxy: SOSProfile 501 - X
Main v Update Licencing About

Profle SOP  SOP Domains LDAP Logon Policy Varables Logging
General Account Management = Session Password

Account Management Mode: Database ~

Account management database path: |°;'.ProgramFiles?-;\Con'ﬁarsia\SrgrO'l Solutions 2016\db\AccountMgmt.db

ASP (Account Session Password)
[~] Enable authentication session password N

MFA (Multi-Factor Authentification)

Enable TOTP [ Enable HOTP  [] Enable COTP [ Enable FIDO2 Enable CKEY
HTOP window size: 20 FIDO2 Relying Party ID: |st.comtsop |
MFA Service Timeout: |30 OTP lssuer: |Comtarsia |
Help
OK Cancel Aoply

First, the account management mode must be selected. This specifies if the information about the
MFA cavice in use by a user and if a user should use MFA for login is stored in the LDAP/AD directory
or in an embedded database.
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Account Management Mode Database

Using this mode, all the account management information is stored in a database file ugsin@a Si

Proxy embedded database engine. For every user and every group in the directory that is actively
used, an entry in the database containing the MFA settings is created. This has the advantage that no
additional information has to be stored in the LDAP/directory and therefore, this solutions can

also be used in scenarios where the LDAP/AD directory cannot be touched.

This mode has only one configuration parameter,dhe OO02 deyf HSWISY & RI GF 6 &S LI
defines the full path to the database filé this file does not exist, a new databse is created, so be
careful when changing this parameter when the database is already populated.

If more than one SignOn Proxies are in use in a loadbalancing configuration, this file must be shared
between all nOn Proxy instances using a SMB share.

The SignOn Proxy runs in the context if the system user, so the ACL must be set accordingly.

Account Management Mode Directory
If the MFA information should be stored directly into the LDAP/AD directory, thie mmuct be
chosen. It requires the definition of the following two attributes:

accountMgmtAttribute

Specifies a string attribute with minimal 1024 characters length in user objects for the MFA
and Authentication Session Password function in Directory Mode.

accountMgmtConfigAttribute
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Specifies a string attribute with minimal 1024 characters length in group objects that will be
used to store MFA or account session password enroliment information. This attribute is
required for MFA and Authentication Sessiors&@ord function in Directory Mode.

The SignOn proxy reads and writes these attributes in the context of the configured system user (see
Ay GKS alyl3aSYSy-B 428 REibtedfedddylinhste set so that the

system user is able to query, read and write these attributes. The users themselves should not be
able to read or write these attributes.

¢CKS FOdGNROdziSA dzaSR T2NJ G4KS a! OO andnademeritcohfigd SY Sy (i
FGGNROdzi S¢ YdzalG oS 2F GeLS aGdNAy3I yR akKz2dz R adz
characterslt is possible to use attributes that already exist in the user or group object e.g. the
GRSAONARLIIAZ2YE D |y ib&ds wikhbie bwsrdrittehl £ dzS Ay G KSasS F GdNJ

When setting MFA information for a group in the Comtarsia User Management, the defined LDAP/AD
FGONROdzGS Ada oNARGGSYyod ¢KAa gAff 0SS | @FfdzS adl NI
directory ACLs. Same for the usexs user login the configured attribute is written with a value
A0FNIAY3 gAGK a/ ! amXé o

Further important configuration values are:
enableMFA

¢tKA&a aSidAy3a RSTAYySad gKAOK acC! FdziKSydAOl GA2,y
/ he¢t £ Ydza il ordhe app guSheatig/ticafion to work.

OTPIssuer

Defines the OTP Issudrhisis only displayed in the authenticator app. Maximum of 25
charactersThis value is used for TOTP/HOTP/COTP for thheéaikaow where this
credentialbelongsto.

Configuration on the Logon Client

On the Logon Client side, no special configuration is needed for the MFA login to work. The only
FOFAELEOES 2LIGA2Y A& Ay (KSOaBy@STBNECY 2 yERS S& ag
AYUiSNI OGAGS Y2 Rifeaserdali st o OTPRyrdineRt pracess Aimself and also if

0KS aLJ dag2NR b het ¢ y2iA Olfausedis fXdedthdnbeah BIRA Ay (KS
device or if the user has already enrolladMFA device, this will always work regardless of this

setting.

N
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Comtarsia Management Console 2016 64|>)it | Logon Client: SOSProfile 001 —
Main IEHES~ Update Licencing About

Profle Logon Client LDAP SyncClient Logon Policy Groups Varables Logging
General Password Session Password MFA/OTP

[[] Enable MFA / OTP interactive Mode

Help

The MFA / OTP interactive Mode enables the userto start the MFA - enroliment process and shows the notice "password + OTP" in the password field

~

[ ok ]| cancel | ppy
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Using the Comtarsia User Management Console

Before starting the User Management Console (UserMgmt) it is impotitamthe SignOn Proxy
configuration is finished. The UserMgmt uses thmeaonfiguration as the SignOn Proxy, so the
UserMgmt will work automatically once the SignOn Proxy configuration is finished.

On startup, the UserMgmt displays a list of all users in the directory:

B0 Comtarsia User Management

File Leg Help

Fiter Name/DN:

User Name MFA

CULTY1

LUSERSS
LUSER98
LUSERS7
LUSER9%6
LUSERS5

ISER91

LUSERS0
LUSERS

LUSER89
LUSERS8

OvA@i]co

nnected

IM@E------HMMM@MH-----------

to Web Service: my

'

O] MFA Enrolled Only [ Auth Session Password Only (2 Show Users O Show Groups |

MFA Status Date ASP DN Management Profile ""’9'“"‘ Last Logon Last Status MFA ™

2020.11.04 190348  SUCCESS
2020.11.24190200  SUCCESS
SUCCESS

SUCCESS

FIDD2 D = g goupt

6.22 14:34:15

vs.comtarsia.com

Description of the columns of the user view:

User Namne

Displays theshort nameof the user as it is used for logon.

MFA

Shows the currently enrolled MFA device of the user.

MFA Status Date

The date the MFA status of the user changed for the last time, e.g. from
enrolling to enrolled or the change oh&FA device.

ASP Shows if the user is currently using an Account Session Password.

DN The full DN of the user object in the LDAP/AD directory.

Management Shows, if the users should use MFA authentication, which MFA type is all
Profile and if the use will be forced to enrb.

Management A Management Profile is assigned to a user with a group. Here the group
Group shown that contains the relevant profile information.

Last Logon®

¢tKS RIFIGS 2F GKS dzaSNna fFad €232y

Last Status

The status of théast logon, if successful or failure.

MFA Device

Displays details about the MFA device the user is actively using (if any).

OS/App Version

If the user uses the Comtarsia Authenticator apmadFA device, here the
OS and app version will be displayed

Rightclicking in a rowvill display a context menu, which allows to edit the user account or to modify
the assighed management group.
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/| K22aAy3 SRAG dzaSNJ gAfft ONRyYy3I dzlJ I RAFE23 G6KSNB
in use and the masgement group are shown. If the user hasMFA device assigned, the

Administrator has the option to remove it from the user account. This can be useful if the MFA

device is lost and the user negtb login without. Furthermore, the user can also be rendfe®m

his current management group. When doing this, the user can continue to use his current enrolled

MFA device but be cannot+enroll anymore.

Management groups are further described in the nes¢tion

In the middle/top section of the UserMgmt ajiqztion there are radiduttonsthat allowswitching
the view fran the user list to a group list as shown below:

I Comtarsia User Management — [m] X
File Log Help

Fiter Name/DN O Show Al Groups O Show Users © Show Groups O

Name

group3

groupotp 1 = d" cn=groupotp 1.ou=people o=gsoc

. ) _
O VA Connected to Web Service: mws.comtarsia.com a=

Description of the columns of the user view:

Name Displays the short name of the group.

MFA Type Shows the MFA settings configured for tiianagement group. Hovering ove
the image with the mouse displays a detailed description.

DN The full DN of the group.

Doubleclicking a group row opens the management group configuration dialog:
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On theleft side of this dialog, in the MFA group baxcan be configured which MFA device users

should/must use that are member of this management group. Thelkupolate settings have four
RATFSNBY (G 2LIA2yaY aC2NDS AYYSRAItatBEMFAGpeth& A OK Y S
next time he Igins.Without enrolment he will not be allowedtolog y | Y@ Y2 NB® a C2 NOS |
allowsspecifyinga date inthe future, until when he must be enrolled with this MFA type. On every

login before this date is reached, he will be offered to dhiout he @n still login if he defesthe

offer. After the configured date, the user can only iogvhen he has this MFA type enrolled.

GhLIGAZ2Y Lt ¢ YSEya GKIFG (KS dzn®dbh, Kut e cai BoStinetdi A 2y (i 2
login without MFA without linti

Gb2 OKIFIYy3aSkNBY2@S¢ YSIya 0KI G ,iawll bairéndvedfio® N3 KI & |y
account at the next logon. Further logon can be done without MFA.

CKS a9y NRffeé 2LIA2Yy Aa dzASR AT optkrSgetdactdNdtiel a y 2 a
user has already enrollechdMFA device.

The MFA type specifies the type of MFA device that the user should/must.gPossible options are
TOTO, HOTP, COTP and FIDOZ2. The values available here may be restricted by theylicense k
and by the corresponding global configuration setting.

Depending athe MFA type chosen, further configuration options are displayed below.

For TOTP, HOTP and COTP these are the number of OTP digits that should be used (between 6 and 8)
and thehash algorithm used. TOTO hamsaalditional period, which defines how long (in seconds) a
OTP value is valid.
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