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1.Introduction

This document describes the steps necessary for customisation and creating an
automatic installation package of the Comtarsia Logon Client 2016.

To create the Microsoft Windows Installer transforms, any software capable of
creating such files can be used, e.g. Microsoft Orca from the Windows SDK/MSI
tools (http://msdn.microsoft.com/en-
us/library/windows/desktop/aa370557(v=vs.85).aspx)

or InstEd (http://www.instedit.com/).

Microsoft Windows Installer transform files contain changes which should be
applied to an MSI file during installation by the Microsoft Windows Installer.
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2. Prerequisite

The prerequisite for this document is a fully configured and tested master system.

2.1 Temporary Folder

A temporary folder must be created in which all required files can be stored.
Example: c:\sos

2.2 Logon Client configuration

Each Logon Client configuration profile must be exported to a reg file.
Export:HKEY_LOCAL_MACHINE\SOFTWARE\Comtarsia\SOSProfile 001 ->
LCConfig_SOSProfile001.reg

B Registrierungs-Editor — O x

Datei Bearbeiten Ansicht Favoriten Hilfe

BCDO0000000
DRIVERS
HARDWARE
SAM

~

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\ Comtarsiat SOSProfile 001

Mame Typ

ab] (Standard) REG_SZ
ab| profileConfigVer... REG_SZ

Daten

6.1.4.21

; SECURITY
v | | SOFTWARE
, Classes
Clients
cluebiz
v Comtarsia

SOSProfile D01

s 2016

Deliveries

Google
HitmanPro.Alert

Intel

Macromedia

Microsoft

ODBC

OEM

Partner

Policies
RegisteredApplications

[y W

The Redfile must be stored in the temporary folder (2.1).

2.3 License Key

The license key configuration must be exported to a reg file.

To do this, export the Registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Comtarsia\SignOn Solutions
2016\LicenceKeys:
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After the export, open the registry file.

B Registry Editor - O
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\ Comtarsia\.SignOn Solutions 2016\LicenceKeys

nlj Computer ~ || Name Type Data
HKEY_CLASSES ROOT L
HEEY_CURREMT_USER =
v HKEVLO CAL_MACHINg 22003 REG—; 99999'33390?1‘J‘e>’003 -
BCDO000000D a-h] 002 ;“E;_SZ ;(FZVTI T E
ol a-"\| 003s REG_SZ 1iGjpiLAuM
HARDWARE = _ jpiLAUMESM CriO13VsV5
SAM
- SECURITY
v | | SOFTWARE
, Classes
Clients
v Comtarsia

v SignQn Selutions 2

Update

v 505Profile 001
GroupMapping

LDAP

Log
LogenClient
LegenPelicy
550
SyncClient

Variables

temp b

The Attribute 003" defines the license key file, which must be copied to the
temporary folder (2.1).

In case an attribute "003a” exists, the value must be set to "AUTO_ACTIVATE".
Delete all another attribute “"003s” if it exists.

Example:

[HKEY_LOCAL_MACHINE\SOFTWARE\Comtarsia\SignOn Solutions
2016\LicenceKeys]

"003"="99999-8889000.key003"

"003a"="AUTO_ACTIVATE"

Save the registry in a file named “LCConfig_LicenseKey.reg” and copy it to the
temporary folder (2.1).

2.4 Panel Bitmap (Optional)

If an individual panel bitmap is defined in the profile, the Bitmap must also be
copied to the temporary folder.

Example: [HKEY_LOCAL_MACHINE\SOFTWARE\Comtarsia\SOSProfile
001\LogonClient]

"panelBitmap"="C:\\CLC_2016_192x192.bmp"
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2.5 custom SSL certificates (Optional)

If custom SSL certificates are defined in the profile, all the files must also be

copied to the temporary folder.

'™ = | cert
Home Share View

~
MName
v 3 Quick access

2 gee
[ Desktop
_oJ ca_cust.cer

; Downloads
|=| Documents e
=] Pictures gl client_cust.cer

cert client_cust.key
J’! Music

SignOn Selutions 2(

m Videos

@ OneDrive

> O3 This PC

¥ Network

fitems  State: 3R Shared

« > v 4 <« Program Files » Comtarsia » SignOn Solutions 2016 » cert

Date modified

.
.
18
18
.
.

v & | Search cert
Type Size
PEM File
Security Certificate
KEY File
PEM File
Security Certificate
KEY File

2KB
2KB
5KB
5KB
2KB
2KB

-

Example:

[HKEY_LOCAL_MACHINE\SOFTWARE\Comtarsia\SOSProfile 001\SyncClient]

"tIsCAFile"="C:\\Program Files\\Comtarsia\\SignOn Solutions

2016\\cert\\ca_cust.cer"

"tIsCertFile"="C:\\Program Files\\Comtarsia\\SignOn Solutions

2016\\cert\\client_cust.cer"

"tIsKeyFile"="C:\\Program Files\\Comtarsia\\SignOn Solutions

2016\\cert\\client_cust.key"
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2.6 The Logon Client MSI Package

The Logon Client MSI packages can be extracted from the SignOn Solutions 2016
bundle installer. First, download the SignOn Solutions 2016 bundle from the
Comtarsia website: https://signon.comtarsia.com/main/en/Download

Then execute the package. After accepting the license term, the following page is
shown:

- 2016 ~ | LDAP
¢ SIGNON SOLUTIONS @ PKI
COMTARSIA S50

[J Logon Client Build 6.1.5.0
SignOn Proxy Build 6.1.4.50
SignOn Agent for Active Directory Build 6.1.3.40
SignOn Agent for LDAP Build 6.1.2.41
SignOn Agent for System Windows Build 6.1.2.42
LDAP Directory Replicator Build 6.1.1.60

Web Gateway Build 6.1.1.80

PR

Smart Card Middleware Build 6.1.1.90

Bkl hsal | Concel

Comtarsia SignOn Product Family

By pressing the “Export MSI” button, all the SignOn Solutions MSI files are
extracted to a folder.
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Mame

Demokeys

Date modified

04.09.2018 20:55

@ Setup_lc_2016_x6d.msi

29.08.20 -
29.08.20

Setup_lc_2016_x86.msi
ﬁ! Setup_mec_2016_xBd.msi
i5 Setup_mc_2016_xB6.msi
ﬁ'_:’;! Setup_scm_2016_xBd.msi
ﬁ'_:’;! Setup_scm_2016_x86.msi
B Setup_soa_ads_2016_DefaultConfig.mst
ﬁ'_:?—r' Setup_soa_ads_2016_x64.msi
B Setup_soa_ldap_2016_DefaultConfig.mst
ﬁ'fr' Setup_seca_ldap_2016_xB4.msi
B Setup_soa_systemwin_2016_DefaultConfi...
ﬁ' Setup_soa_systerwin_2016_x64.msi
B Setup_sop_2016_DefaultConfig.mst
ﬁE‘ Setup_sop_2016_x6d.msi
LE)-' Setup_wg_2016_xB4.msi

The files Setup_lc_2016_x64.msi and Setup_Ic

15.12.2017 17:55
23.08.2018 18:26
23.08.2018 18:26
20.12.2017 16:36
20.12.2017 16:35
29.08.2018 14:40
11.06.2018 10:41
29.08.2018 14:40
10.06.2018 21:45
29.08.2018 14:40
10.06.2018 21:46
29.08.2018 14:40
06.08.2018 1&:59
03.01.2018 1203

Type
File folder

Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...

Windows Installer ...

MST File

Windows Installer ...

MST File

Windows Installer ...

MST File

Windows Installer ...

MST File

Windows Installer ...

Windows Installer ...

Client MSI packages. Copy them to the temporary folder (2.1).
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Size

11 76 KB
10314 KB
6 020 KB
5452 KB
5256 KB
3920 KB
G 649 KB
20 KB
3256 KB
20 KB
3228 KB
20 KB
3216 KB
20 KB
5072 KB
5512KB

_2016_x86.msi are the Logon



3.Create the MSI Transform

The temporary directory (2.1) created before should now contains all necessary
files.

B + | sos I,\\, — | *
Home Share View 2]
<« v » ThisPC s Local Disk(C:) » sos ) Search sos -]
~
MName Date modified Type Size
3+ Quick access
99999-8839000.key003 /06,2018 13:53 KEY003 File 2 KB
[ Desktop o 0 oy - -
5 ca_cust.cer Security Certificate 2KE
‘ Downloads * 5 client_cust.cer Security Certificate 2KE
= Documents  # [ client_custkey KEV File 2KB
= Pictures »* & LCConfig_LicenseKey.reg Registration Entries TKB
J‘a Music @ LCCanfig_S05Profiledll.reg Registration Entries 5KE
cos [&] loge.bmp BMP File 109 KB
n Videos ﬂ;’}‘ Setup_LC_2016_xb4.msi Windows Installer ... 11.716 KB
ﬁ! Setup_LC_2016_x86.msi Windows Installer ... 10.314 KB
#@ OneDrive
[ This PC
ik Network

Sitems =
Open any of the Comtarsia Logon Client MSI files with InstEd.

* Setup_LC_2016_x64.msi - InstEd

File Edit View Tables Transform Plus Tools Window Help

[[Setup_LC_2016_x6amsi |

Components Features Table
Tables Dialogs

] _Columns ~
[ _Streams

=] _Tables

[ _validation

=] ActionText

=] AdminExecuteSequence
=] AdminUlSequence

=] AdvtExecuteSequence

|| AppSearch

=] Binary

=] CheckBox

=] Component

=] Condition

=] Control

=] ControlCondition

/=] ControlEvent Y

Number Mame Type (

[ Show empty tables

iea Enable Row Reference Tracking

—— Table Row Key Relationship D...
Rows: 0/214
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Select “Transform > New Transform” to create a new “.mst"-file.

* Setup_LC_2016_x64.msi - InstEd -
File Edit View Tables Transfoerm Plus Tools Window Help
[[Setup_LC_2016_xE4msi | New Transform
Apply Transf
Components Fe PR Transtorm Mumber Mame Type
Tables Di Compare Against... 1 Tabl 11552
N SR able
._:.I _Columns Generate Against... 2 Column 11552
(5] Streams ——— 3 Nullable 3332
[E _Tables. _vanasmion 4 MinValue 4336
E —A'“ra'_'dﬁ”” Validation 5 MaxValue 4356
jn:m”;"t - Validation 6 KeyTable 7679
B Admmw:(u Eoequence _Validation T KeyColumn 3378
minllSequence
5 d wmcut:Sequem Validation 2 Category 7456
._1 AppSearch _Validation 9 Set TeTY
= e _Validation 10 Description 7679
|=] Binary P
[=] CheckBox ActionText 1 Action 11582
|=| Component ActionText 2 Description 7936
[=] Condition ActionText 3 Template 7936
|=] Control AdminExecuteSequence 1 Action 11582
|=| ControlCondition AdminExecuteSequence 2 Condition 7679
= ControlEvent AdminExecuteSequence 3 Sequence 5373
1 hd q q
[ Show empty tables (Eondjt?on 1 .FEEtL.IrE_ 11553
Eis Enable Row Reference Tracking
—— Table Row Key Relationship D...
Rows: 0/214

Choose an appropriate file name for the new transform (e.g.
“LCConfig_SOSProfile001.mst”).

Switch to the "Components” view on the left side, then right-click onto the
“ComtRPCSrv.exe” component and select “Import .reg file”.

* LCConfig_SOSProfile0d1.mst - InstEd —
File Edit View Tables Transform Plus Tools Window Help

[ LCConfig_SOSProfiedmst |

Tables Dialogs Component Componen... Directory_  Attributes Condition  KeyPath
Components T ComtRPCSrv.exe {D5F82112-0... bin 00100 <null> ComtRPCSF...

5 client.pem Program A
@ Comtarsia_Folder Pr
5 ComtCOP3Zexe Pro
@ ComtCredentialProvic
@ ComtCredentialProvic
5 ComtMSS0.exe  Prog
59 ComtMS5OEvent.dil
[ ComtMSSOInterOp_LI
5 ComtRPCSry —- ™=
[ ComtUserlni Jump To Table
@ doc  Progra Delete
@ EventLogRes Expand Al
@ Interop. SHD¢
(@ log Prograr Import .reg file
@ Manual_Con Import .ini file
|

saw []Enable Row Reference Tracking

—— Table Row Key Relationship D...
Rows: 1/13
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Select the registry file that contains a tested Comtarsia Logon Client
configuration.

& Anen File
U » This PC » Local Disk (C:) » sos v 0 Search sos 2
Organize - MNew folder = W @
MName Date modified Type Si
3 Quick access )
@ LCConfig_SOSProfileD01 04/09/2018 22:39 Registration Entries
[ Desktep I/\\s
‘ Downloads
|if| Documents
&=/ Pictures
J& Music
ﬁ Videos
@ OneDrive
[ This PC
£F Network
€ >
File name: | LCConfig_SOSPrefiledl ~ | | Registry Files ~
Open Cancel

Do the same again for the registry file "LCConfig_LicenseKey.reg” which contains
the license key configuration.

This will assign all the values of the selected registry files to the selected
component. The added registry settings can be reviewed in the “Registry” table.
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a _ e — O
File Edit View Tables Transform Plus Tools Window Help
LCConfig_SOS Profile(01.mst*
Components Features Registry Root Key MName Value L\\) Component_ A
Tables Dialogs ComtRPCSrv.exe .. 2 SOFTWARE\Comt... <null> <null> ComtRPCSrv.exe
[ =] File ComtRPCSrv.exe_.. 2 SOFTWARE\Comt... profileConfigVersi  6.1.5.21 ComtRPCSrv.exe
[E Icon ComtRPCSrv.exe ... 2 SOFTWARE\Comt... admin ##Administrators  ComtRPCSrv.exe
[E InstallExecuteSequence ComtRPCSrveexe .. 2 SOFTWARE\Comt... + <null> ComtRPCSrv.exe
=] :_”Sta”ﬁ'cseq;_ef“e ComtRPCSrvexe .. 2 SOFTWARE\Comt... loglevel #5 ComtRPCSrv.exe
jhf‘l”;_‘ ondition ComtRPCSrvexe.. 2 SOFTWARE\Comt.. logMask #2706528 ComtRPCSrv.exe
g ME.F'.T i ComtRPCSrv.exe_.. 2 SOFTWARE\Comt... enableProxylogon #1 ComtRPCSrv.exe
siFileHas|
[ Property ComtRPCSrv.exe_.., 2 SOFTWARE\Comt... logonPanelTileDis... User ComtRPCSrv.exe
] RadicButton ComtRPCSrv.exe_... 2 SOFTWARE\Comt... displaySyncBox #) ComtRPCSrv.exe
& Registy ComtRPCSrv.exe_... 2 SOFTWARE\Comt... panelBitmap C\Program Files\... ComtRPCSrv.exe
[E] RegLocator ComtRPCSrv.exe ... 2 SOFTWARE\Comt... logonAllowGroups  <null> ComtRPCSrv.exe
|| RemoveFile ComtRPCSrv.exe_.. 2 SOFTWARE\Comt... EnableCOP #1 ComtRPCSrv.exe
|7 SecureObjects ComtRPCSrv.exe_.. 2 SOFTWARE\Comt... enableS50 #1 ComtRPC5rv.exe
| ServiceConfig ComtRPCSrv.exe .. 2 SOFTWARE\Comt... syncProxyl 192,168.2.182 ComtRPCSrv.exe
|=] ServiceControl ComtRPCSrv.exe_.. 2 SOFTWARE\Comt... tlsCAFile Ch\Program Files\... ComtRPCSrv.exe
| =] Servicelnstall ComtRPCSrv.exe_... 2 SOFTWARE\Comt... tlsCertFile C\Program Files\... ComtRPCSrv.exe
< ComtRPCSrv.exe .. 2 SOFTWARE\Comt... tlsKeyFile C\Program Files\... ComtRPCSrv.exe
ComtRPCSrv.exe ... 2 SOFTWARE\Comt... trustOptionsClient 20 ComtRPCSrv.exe 2
[ Show empty tables <
saw || Enable Row Reference Tracking
—— Table Row Key Relationship D...
Rows: 0/39
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Switch to the “Media” table and add a new row:
“* LCConfig_SOSProfiled0.mst - InstEd = O X
File Edit View Tables Transform Plus Tools Window Help

| LCConfig_SOSProfiled01 mst*

Components Features Diskld  LastSequence DiskPrompt Cabinet Volumelabel Source
Tables Dialogs 1 13 <null> #LC_ Setup.cab  <null> <null=
[=] File ~
[=] Icen
| =] InstallExecuteSequence
[ =] InstallUISequence
| =] LaunchCondition
[ =] Media
[ MsiFileHash Copy Cell CTRL+C
| = Property
=] RadioButton Cut Row(s) CTRL+SHIFT+X
|=] Registry Copy Row(s) CTRL+SHIFT+C
=] ReglLocator Paste Rowfs) CTRL+SHIFT+V
5] RemoveFile Copy Columns... CTRL_SHIFT+L
| =] SecureObjects o
| =] ServiceConfig "
|7 ServiceControl Add Row |} CTRL+R
(5] senvicelnstall v Delete Row(s) DEL
< >
Show Errors...
[ 5how empty tables
Revert To Base

soa []Enable Row Reference Tracking Rebuild selected CABs

—— Tahble Row Key Relationship D... Show ddf

Rows: 0/1 Wolumelabel: String (32)

Set the following values:

Mew Row L\\T pod
Field Mame Value
DiskId: Mumber (2), Key, Required 2
Lastsequence; Mumber (4), Required 17
DiskPrompt: String (64), Localizable <null =
Cabinet: String (255) LCCustomerFiles. cab
VolumeLabel: String (32) <null =
Source: String (72) <null =
oK Cancel

The “LastSequence” number is unique and starts at the “LastSequence” number
from the previous cab-file. In this example, 4 files will be added, one license key
and 3 certificates. Since the previous “LastSequence” number is 13, it has to be
set to 17.
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Change to the “Directory” table and add a new row with these values:

[ LCConfig_SO5Profie001 mst” |

Mew Row ot
Field Mame Value
Directory: String (72), Key, Required key
Directory_Parent: String (72) INSTALLDIR.
DefaultDir: String (255), Required, Localizable  key
Ok Cancel
Afterwards, the “Directory” tables looks like this:
S LCConfig_SOSProfiled01.mst - InstEd — O *

Components Features Directory Directory_Parent DefaultDir target_path source_path
Tables s Comtarsia ProgramFilesé4Folder tufd7Zee|/Comtarsia P P
I_jl A_PPSEE'Ch | | ComtarsiaFolder ProgramMenuFolder  j-Toddys|Comtarsia
l—j‘ Binary INSTALLDIR Comtarsia yzednzvd|SignOn So... P
ﬁ EhECkBOX ProgramFilesé4Folder TARGETDIR thrrungy|PlatformPr...
omponent Pro
- - gramMenuFolder TARGETDIR
ﬂ E"”:'t'l"” TARGETDIR <null> SourceDir
E ControlConition in INSTALLDIR bin
] ControlEvent cert INSTALLDIR cert
- doc IMSTALLDIR doc
| =] CreateFolder
[=] CustomAction log INSTALLDIR log
[] Dialog msso INSTALLDIR msso
|_=| Directory msso_bin msso bin
[=] Error msso_log msso log
|=] EventMapping msso_scripts msso scripts
| =] Feature leey INSTALLDIR key
| =] FeatureCompenents ™
= 5
[ Show empty tables < >
e [J Enable Row Reference Tracking
—— Table Row Key Relationship D...
A N
Rows: 1/15
Change to the "Component” table and add a new row:
(f_»
—
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Mew Row =

Field Mame Value

Component: String (72), Key, Reguired  Licensekey

Componentld: String {38) I06049284-77 17-48C 7-9BA4-A95DBEE3DACE}
Directory_: String (72), Reguired key

Atfributes: Mumber (2}, Required Ox0000

Condition: String (255) <null =

KeyPath: String (72) 99999-3339000.key003

[

Cance

The “Componentld” can be automatically created by clicking into the field and
then pressing the little asterisk button to the right.

Change to the “File” table and add a new row:

lew Row pod
Field Mame Value
File: String (72), Key, Required 29993-8839000. key003
Component_: String (72), Required
FileMame: String (255), Required, Localizable  99999-3839000.key003
FileSize: Mumber (4), Reguired 0
Version: String (72) <null=
Language: String (20) <null=
Attributes: Mumber (Z) %0200
Seguence: Mumber (4), Required 14
Ok Cancel

Afterwards, the “File” table look like this:
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& LCConfig_SOSProfiledd1.mst - InstEd — O *
File Edit View Tables Transform Plus Tools Window Help
| LCCorfig_SOSProfile001 mst"
Components Features File Compo.. FileMName FileSize Version Langua Attribut  Sequen target_.. source_path
Tables s ComtCO... ComtCO... pj_kjist.e.. 1619438 6150 0 0x0200 P
.j: CreateFolder ComtCr... ComtCr.. wbiic-t.. 6127136 6150 0 00200 5 p
[E CustomAction ComtCr.. ComtCr.. ebwrale.. 6051360 6150 0 00200 6 :
[F] Dialeg ComtMS... ComtMs... ComtMS.. 2.1;% 6150 0 00200 7 p
'J_ Hiieciop ComtMS... ComtMS... gssybdss... 27 6150 0 00200 8 p
jg””’tm . ComtMS... ComtMs... Tlgp-mn... 3674144 61.50 0 o020 9 p
- SvEntMapping ComtRP... ComtRP... lyzDe2pp... 3386400 6150 0 00200 10 p
| =] Feature PP
= ComtUs.. ComtUs... -jifjzwh... 2236960 6150 0 00200 11 g
| =] FeatureCompenents -
= [Fite Interop.5.. Interop.S.. ssuwdkd.. 131040 1.1.00 127 0x0200 12 P
& Icon Manual_... Manual_... x-amul.. 1472045 <null>  <null> (he0200 13 P
[] InstallExecuteSequence ca.pem ca.pem ca.pem 1836 <null>  <null> 0200 1 P
[=] InstallUISequence clientkey clientkey clientkey 43%9 <null>  <null> 0200 2 P
[=] LaunchCondition client.pem client.permn client.pem 4399 <null>  <null= 0x0200 3 P
|_:| Media ¥9999-38... LicenseK 99999-38.. 0 <pull>  <null> Ox0200 14 Program... PlatformPrc
[ =] MsiFileHash
-| Property
£ ST >
[ Show empty tables < >
5 [J Enable Row Reference Tracking
—— Table Row Key Relationship D...
/iy
Rows: 1/14 Sequence: Number (4), Required
Now the certificates are added:
Add a new component to the "Component” table:
Mew Row bt
] L3
Field Mame Value
Component: String (72), Key, Required  Certificates
Componentld: String (38) {FEA174F1-177D-4FAS-8FCA-E4913C 203059}
Directary_: String (72), Required cert
Attributes: Mumber (2}, Reguired 0x0000
Condition: String (255) <null =
keyPath: String (72) <null =
Ok Cancel
Now the “Component” table look like this:
y
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“* LCConfig_SO5Profiled01.mst - InstEd — O X
File Edit View Tables Transform Plus Tools Window Help
| LCConfig_SOSProfile001 mst*
C?I_mzrﬂems Features | Compon  Compon.. Directory_  Attributes Condition KeyPath target_pa  source_path ®
ables Dialogs | ComtUser.. {8ADSSEE. bin 00100 <null>  ComtUser..
[Z] AdminUiSequence A | | Comtarsia.. (EG2ET5A5.. Comtarsia.. 0x0104  <null> reg14ECE5...
.J_ AdviExecuteSequenc Eventlog.. {C6296704.. INSTALLDIR 0x0104  <null>  regA61335..
‘—:l A-ppSearch Interep.S... [BAZFA119.. msso_bin  Ox0100 <null> Interep.5...
'J_ E':a“’ Manual_C... {C254B6B... doc 00100 <null> Manual_C...
[ CheckBox bin {DAB3ISB35... bin D010 <null> <null
E e t
B corr:f:nen ca.pem {6F538BD2... cert 00100 <null» ca.pem
aondiion
|_:| Control cert {CT438751.. cert 0100 <null= <null=
[] ControlCondition clientkey  [B0FDO26E.. cert 00100 <null= client.key
[E] ControlEvent client.pem  [A1268AE.. cert 00100 <null= client.pem
|_:| CreateFolder doc {DAFFFOE4... doc One0100 <null= <null>
[=] CustomAction log {45FEBFDS... log 0x0100 <null> <null>
[=] Dialog msso_log  {D7BE05A.. msso_log  (x0100 <null» <null>
|_:| Directory msso_scri {4FBB4EBB... msso_scri (D100 <null= <null=
| =] Error v LicenseKey {8E44E3TF.. key 00000 <null> 99999-888... .
£ > Certificates {FBA174F1... cert Onc0000 <null= <null> ProgramFi... PlatformPro
W
[ Show empty tables £ >
sa []Enable Row Reference Tracking
—— Table Row Key Relatienship D..
A R
Rows: 1/23 Component: 5tring (72), Key, Required
Switch to the “File” table, and add three rows for the three certificate files:
Mew Row X
Field Mame Value
File: String (72), Key, Required ca_cust.cer
omponent_: 5irin , Reequire ertiicates
C t_: Sir 2], R d Certificate
FileMame: String (255), Required, Localizable  ca_cust.cer
FileSize: Mumber (4), Reguired 0
Version: String (72) <null=
Language: String (20) <null=
Attributes: Mumber (Z) %0200
Seguence: Mumber (4), Required 15

Ok Cancel
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Mew Row pod

Field Mame Value
File: String (72), Key, Required dient_cust.cer
Component_: String (72), Required
FileMame: String (255), Required, Localizable  dient_cust.cer
FileSize: Mumber (4), Reguired 0
Version: String (72) <null=
Language: String (20) <null=
Attributes: Mumber (2) Ox0200
Seguence: Mumber (4), Required 15

oK Cancel

Mew Row bt

Field Mame Value
File: String (72}, Key, Required dient_cust.key
Component_: String (72), Required
FileMame: String (255), Required, Localizable  dient_cust.key
FileSize: Mumber {4), Required i
Version: String (72) <null=
Language: String (20) <null=
Attributes; Mumber (2} %0200
Sequence: Mumber (4), Reguired 17

Ok Cancel

Afterwards, the “File” table looks like this:
A
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E - -
rofiledD1.mst - [} - O >
File Edit View Tables Transform Plus Tools Window Help
| LCConfig_SOSProfie001 mst*
Components Features | File Comp... FileMa  FileSize Version Langu  Attrib.. Seque  target_.. source_ ™
Tables Dislogs | ComtCr... ComtCr.. véixic-t... 6127136 6150 0 00200 5 Prog
(=] Error * | | ComtCr.. ComtCr... ebwral.. 6051360 6150 0 00200 6
[ EventMapping ComtM.. ComtM... ComtM... 31776 6150 0 00200 7
.J_ Feature ComtM... ComtM... gssybds... 27680 6150 0 0x0200 8
& Ej"’t”'ecm’”p””e”t‘ ComtM... ComtM... 7igp-m... 3674144 6150 O 00200 9
jl'e ComtR.. ComtR.. kyz0ep.. 3386400 6150 O 0x0200 10
. en ComtU.. ComtU.. -jrTjzwb... 2236960 6.1.50 O 00200 11
=] InstallExecuteSequen
- Interepa. Interop.. ssuw@k.. 131040 1.1.00 127 0200 12
|=] InstallUiSequence
. S Manual... Manual... x-amul.. 14720453 <pull> <null> 00200 13
|=] LaunchCondition
. - \ \ \ 1856 <null>  <null> 0x0200 1
&l Media capem capem  ca.pem
[5] MsiFileHash clientkey clientkey clientkey 4399 <null>  =null> 00200 2
[=] Property clientp clientp clientp 4399 <null>  <null>  x0200 3 Platfo
[=] RadicButtan 99999-8... License 99999-8.. 0 <null>  <null>  (x0200 14 Platforr
J Registry ca_cust. Certific... ca_cust. 0 <null=  <null> (he0200 15 Platforr
| Reglocator w client_c... Certific... client_c... 0 <null>  <null> 00200 16 Platfory
9
£ > client_c... Certific... client_c... 0 <null>  <null> 0200 17 P orr
v
[ Show empty tables £ >
sa []Enable Row Reference Tracking
—— Table Row Key Relationship D,
Rows: 1/17 File: String (72], Key, Required

Go to the “Media” table, select the previously added row, right-click and select

“Show ddf”:

“* LCConfig_S05Profiled01.mst - InstEd

O

X

File Edit View Tables Transform Plus Tools Window Help
| LCConfig_SOSProfile001 mst*
Components Features Diskld  LastSequence DiskPrempt Cabinet Velumelabel Scurce
Tables Dialogs 1 13 <null> #FLC Setup.cab <null= <null=
5 Error ~ | iz 17 <nul
[5] EventMapping Copy Cell CTRL+C
|=] Feature Cut Row(s) CTRL+5HIFT+X
[=] FeatureComponents Copy Row(s) CTRL+5HIFT+C
j File Paste Row(s) CTRL+SHIFT+V
| leon
C Col CTRL_SHIFT+L
|=] InstallExecuteSequen _OPY oumns - -
|7 InstallUlSequence Find
j LaunchCondition Add Raw CTRL+R
| Media
.J MeiFileHach Delete Row(s) DEL
=] Property Show Errors...
|~ RadioButton
g ; Revert To Base
=] Registry
[ RegLocator v Rebuild selected CABs
< >
Show ddf
I~
[ Show empty tables Loy
saa [ Enable Row Reference Tracking
—— Table Row Key Relationship D...
Rows: 1/2 Diskld: Number (2), Key, Required
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This will show the definitions used to build the cab-file. These definitions are
automatically generated based on the “"Sequence”-numbers, the defined files and
the “LastSequence”-numbers of the cab file definition.

Since the files we defined don't exist in the appropriate directories yet, this will
give the following error.

The error message shows us where it expects the defined files:

The following errors were encountered when building the cabs.

These errars were encountered. Mo changes were made. s

Failed to find file key 99999-838389000.key003 at location:
C:'\sos\PlatformProgramFilesFolder \Comtarsia\SignCn ¢

Failed to find file key ca_cust.cer at location:
C:\sos'PlatformProgramFilesFolder \Comtarsia'SignOn

Failed to find file key dient_cust.cer at location:
C:\sos'PlatformProgramFilesFolder \ComtarsialSignOn

Failed to find file key dient_cust.key at location:
C:\sos'PlatformProgramFilesFolder \Comtarsia'SignOn ¢

< >

Accept Cancel

The license key fill be expected in:
C:\sos\PlatformProgramFilesFolder\Comtarsia\SignOn Solutions 2016\key\99999-
8889000. key003

The certificates should be here:
C:\sos\PlatformProgramFilesFolder\Comtarsia\SignOn Solutions 2016\cert\ca_cust.cer
C:\sos\PlatformProgramFilesFolder\Comtarsia\SignOn Solutions
2016\cert\client_cust.cer

C:\sos\PlatformProgramFilesFolder\Comtarsia\SignOn Solutions
2016\cert\client_cust.key

Create these directories and copy the appropriate files to them.

When you select "Show ddf” again, no more error is shown:
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MakeCab DDF file >

MakeCab DDF file for media table entry: 2

;%% InstEd produced MakeCAB Directive file ~
r

JOPTIOM EXPLICIT  ; Generate errors

.Set CabinetMameTemplate=2

.set DiskDirectoryTemplate =CDROM ; All cabinets go in a single ¢
.Set CompressionType=MSZIF; ** All files are compressed in cabi
.Set UnigueFiles =0N

.Set Cabinet=on

.Set DiskDirectory 1=,

.Set MaxCabinetSize=0

Set MaxDiskSize=0

.Set Sourcelir=C:\sos

Set InfDateFarmat=yyyy-mm-dd

< >

Right-click onto the cab-file row again, then click on “Rebuild selected CABs”".

This will create a new cab-file in the working directory (LCCustomerFiles.cab) and
update “File” and “MsiFileHash” table entries.

[

Successfully updated the cabs [where specified) and the related
File/MsiFileHash table entries for each of the selected rows,

Switch to the “FeatureComponents” table and add two new rows.
Enter the following values to bind the newly created components to the LC
feature:
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Mew Row b

Field Mame Value

Feature_: String {33), Key, Required LC
Component_: String (72), Key, Required  Licensekey

o] [ come

Mew Row oy
Field Mame Value
Feature_: String {33), Key, Required LC

Component_: String (72), Key, Required  Certificates

The resulting “FeatureComponents” table:

T — g ’T\\\\\\\\\\\\\\\\W



3 L mst - — O *
File Edit View Tables Transform Plus Tools Window Help
| LCConfig_SOSProfile001 mst*
Components Features | Feature.  Component_ s
Tables Dialogs
LC ComtRPCSrv.exe
| =] FeatureComponents & LC ComtUserlnit.exe
IJ_ File LC Comtarsia_Folder
'J_ Icon LC EventLogResclverRentries
| :”‘ta::azwteseq“e” Lc Interop.SHDocVuw.dil
j Lnsta hCEq:Tce LC Manual_Comtarsia_Logen_Client_2016_en. pdf
& h:u:.c ondition L bin
edia
|] MsiFileHash Lc ce-pem
|=] Property Lc ce.rt
|=] RadioButtan LCL\\_.) client.key
[ ] Registry LC client.pem
|=| Reglocator Lc doc
=] RemoveFile LC log
|= SecureObjects LC msso_log
| =] ServiceConfig w | | LC rmsso_scripts
< > LC Licensekey
L Certificates
[ Show empty tables W
sa []Enable Row Reference Tracking
—— Table Row Key Relatienship D..
=N
Rows: 1/23 Component_: String (72), Key, Required
Save the LCCustomerFiles.mst
3 LCConfig_SOSProfiled0.mst - InstEd — O >
File Edit View Tables Transform Plus  Tools Window Help
New Ctrl+N
0 Ctrl+0
[ ™ ponent_ 2
Close Ctrl+F4
tRPCShv.exe
Backup Ctrl+B tUserlnit.exe
Save Ctrl+S tarsia_Folder
Save As tLogResolverRentries
op SHDocVw.dll
Exit ual_Comtarsia_Logon_Client_2016_en. pdf
Chsos\Setup_LC_2016_x64.msi
[ MEiFileHash i
= LC cert
| Property _
|~ RadioButton LC client.key
=] Registry LC client.pem
[=] Reglocator Lc doc
|| RemoveFile Lc lag
| =] SecureObjects LC msso_log
[ =] ServiceConfig w | | LC msso_scripts
< > LC LicenseKey
LC Certificates
] Show empty tables W
saa [ Enable Row Reference Tracking
—— Table Row Key Relationship D...
=
Rows: 1/23 Component_: String (72), Key, Required
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Acceit the uicomini dialoi with “OK".

Error Suppression
Ignore the following errors when applying this transform:

[ Add Existing Row [] add Existing Table

[ ] Delete Missing Row [ ] Delete Missing Table

[ ] Modify Missing Row [] change Code Page
Validation

Database must meet these criteria before applying this transform:

[l same Language []patabase Product Version:
(] same Product |Major.Minor.Upgrade (#.£41 v |
[] same Upgrade Code
| = transform W |
ok | | cancel
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4. Manual installation with MSIEXEC

It is possible to install the Comtarsia Logon Client 2016 MSI together with the
prepared MSI transform via the command line.

The install transform (mst) should contain all customer specific files (licence key,
certificates, customized images) and registry values needed for the Comtarsia
Logon Client.

To install/update/uninstall the packages manually, the "*msiexec” command is
used.

For a first test of the newly created mst file you can omit the */q"” parameter, to
see exactly what happens.

The following parameters will be used:

/1 “path to msi”
Installs the specified MSI file.

/1*v c:\lcinstall.log
Enables verbose logging of the MSI installation and appends the output to the file
specified.

/q

Enables silent installation without user input.

TRANSFORMS="transform1.mst;transform2.mst”
Specifies a list of transforms to be applied to the MSI file during installation. The
list of files is separated by semicolons.

REINSTALL=ALL REINSTALLMODE=vamus
Tells msiexec to reinstall (update) the product

/x “path to msi”
Uninstalls the specified MSI file.

/norestart
This parameter can be optionally added to prevent the installer from
automatically restarting the computer.

A detailed description of all msiexec command line parameters can be found here:
http://technet.microsoft.com/en-us/library/cc759262(v=ws.10).aspx

Initial install:
msiexec /i Setup_lc_2016 x64.msi /q /1*v lcinstall.log
TRANSFORMS="LCConfig.mst"

Update:

msiexec /i Setup_lc_2016 x64.msi /q /1*v lcinstall.log
TRANSFORMS="LCConfig.mst" REINSTALL=ALL REINSTALLMODE=vamus

Uninstall:
msiexec /x Setup_lc_2016_x64.msi
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